DEPARTMENT OF BUDGET AND MANAGEMENT
GENERAL SOLANO STREET, SAN MIGUEL, MANILA

' SUPPLEMENTAL/BID BULLETIN (SBB) NO. 1

This SBB No. 1 dated November 5, 2019 for the Project, “ICT Equipment Licenses and
‘Support Services,” is issued to clarify, modify- o:r amend items in the Bidding Documents.
Accordingly, this shall form an integral part of said Documents.

PARTICULARS

- CLARIFICATION/AMENDMENTS

Séction 1. Invitation to Bid

1. The Department of Budget and Management (DBM),
through the authorized appropriations under the FY 2020
National Expenditure Program, intends to apply the sum of
Thirty Six Million Pesos (P36,000,000.00) being the -
Approved Budget for the Contract (ABC) to payments under
the coniract for the Project, “ICT Equipment Licenses and

Support Services,” eonsisting of four (4) lots. Bids received in

excess of the ABC shall be automatically rejected at bid

Section 1. Invifation to Rid

1. The Department of Budget and Management (DBM),
tthugh the authorized appropriations under the FY 2020
National Expenditure Program, intends to apply the sum of
Thirty Six Million Pesos (P36,000,000.00) being the
Approved Budget for the Contract (ABC) to payments under
the lCOlltl’aCt for the Project, “ICT Equipment Licenses and
Support Services,” consisting of four{4) six (6} lots. Bids
recéived in excess of the ABC shall be automatically rejected

opening. : at bid opening.
Lot ‘Particulars ABC Lot Particulars ABC
1. Licenses and Support Services P 29,040,000.00 1. | Licenses and Support P290-648:000-00
1 for Fortinet Next Generation Services for Fortinet Nex P 4, 950,000.00
Firewall : Generation Firewall _ '
P | ) .
Licenses and Support Services 5 Licenses and-Suppest-Services
for Palo Alto Intrusion for-Pale-AdteIntresion
Detection and Prevention | Detection-and Prevention
System | | System
Licenses and Support Services Heensesand SuppertServices
for F3 Distributed Denial-of- . . | ferES Distributed Denial-of
Service Protection and Web . ‘ Service Protection-and-Web
" Application Firewall | i Application Firewall

2. Licenses and Support Services | P 1,165,000.00 2, | Licenses and Support P 11,010,000.00
for Solarwinds Network. ~ i | Services for Palo Alto '
Analyzer and Performance - | Intrnsion Detection and
Monitoring . Prevention System

3. | License and Support Services P 2,955,000.00
for Forescout Network Access 3, Licenses and Support P 13,080,000.060
Control B | Services for F5 Distributed

4. License and Support Services P 2,840,000.00 * | Denial-of-Service Protection
for Bluecoat PacketShaper : : : and Web Application Firewall

© Total | P 36,000,000.00 2 4 '| Licenses and Support P 1,165,000.00
: * | Services for Solarwinds :

Network Analyzer and
Performance Monitoring




XXX
5. A complete set of Bidding Documents may be acquired by
interested Bidders on October 22, 2019 from the address
below and upon payment of a fee in the amount of Twenty
Five Thousand Pesos {(P25,000.00) for Lot 1, Five Thousand
Pesos (P3,000.00) for Lot 2, Five Thousand Pesos (P5,000.00)
for Lot 3, and Five Thousand Pesos (P5,000.00) for Lot 4.

¥EXX
Section 111, Bid Data Sheet

1.2. This bidding shall have four (4) lots, as follows:
Lot 1 - Licenses and Support Services for Fortinet Next
Generation Firewall

Licenses and Support Services for Palo Alto Intrusion
Detection and Prevention System

Licenses and Support Services for F5 Distributed
Denial-of Service Protection and Web Application Firewall

Lot 2 - Licenses and Support Services for Solarwinds Network
Analyzer and Performance Monitoring

Lot 3 - License and Support Services for Forescout Network
Access Control

Lot 4 - License and Support Services for Bluecoat Packet
Shaper

XXXX

5.4 xxxX

Similar contract shall refer to License and Support Services

Jor the following:

Lot 1:

= Fortinet Next Generation Firewali, Palto Alto Intrusion

Detection and Prevention System, F5 Distributed
Denial-of-Service Protection and Web Application
Firewall.

3-i5. | License and Support Services P 2,955,000.00
for Forescout Network
Access Control
4-/6. | License and Support Services P 2,840,000.00
for Bluecoat PacketShaper
Total | P 36,000,000.00

XXXX
5. A complete set of Bidding Documents may be acquired by
interested Bidders on October 22, 2019 from the address
below and upon payment of a fee in the amount of Fwenty

Eive nsand-Pesos-£P Five-Thousand

Thousand Pesos (P5,000.00) for Lot 1, Twenty Five
Thousand Pesos {(P25,000.00) for Lot 2, Twenty Five
Thousand Pesos {P25,000.00) for Lot 3, Five Thousand
Pesi)s (P5,000.00) for Lot 4, Five Thousand Pesos
(PS,!OOG.OI)) for Lot 5, and Five Thousand Pesos (P5,000.00)
for Lot 6.

XXXX

Section IIL Bid Data Sheet

1.2.;This bidding shall have four€4) six (6) lots, as follows:
Lot'1 - Licenses and Support Services for Fortinet Next
Generation Firewall

LotiZ - Licenses and Support Services for Palo Alte
Intrhsion Detection and Prevention System

Lot 3 - Licenses and Support Services for F3 Diséributed
Denial~0f Service Protection and Web Application
Firewall

Lot!2 4 - Licenses and Support Services for Solarwinds
Network Analyzer and Performance Monitoring

Lot 3 5 - License and Support Services for Forescout Network
Accéss Conirol

Lot 4—6 - License and Support Services for Bluecoat Packet
Shaper

5.4 xxxx

Similar contract shall refer to License and Support Services

Jor the following:

Lot 1.

. Fortinet Next Generation Firewall- Ralto-Alte
N S SETor Nata 1Amn r Syrantin 0,17

= o =iisn




Lot 2:

» Solarwinds Network Analyzer and Performance
Monitoring.

Lot 3:
« Forescout Network Access Control.

Loi 4:
¢  Bluecoat Packet Shaper.

XXX
13.2 The ABC is Thirty Six Million Pesos {(P36,000,000.00),
consisting of four (4) lots, as follows:

Lot 2:
= Palo Alto Intrusion Detection and Prevention System.

Lot 3:
+ F5 Distributed Denial-of-Service Protection and Web
Application Firewazll.

Lot'2-4:

. Solarwinds Network Analyzer and Performance
Monitoring.

Lot!—?u—S:

. Forescout Network Access Control.

Lot 4-6:
¢ Bluecoat Packet Shaper.

XXXX
13.2! The ABC is Thirty Six Million Pesos (P36,000,000.00),

Lot

Particulars

ABC

1.

Licenses and Support Services
for Fortinet Next Generation
Firewall

Licenses and Support Services
for Palo Alto Intrusion
Detection and Prevention
System

Licenses and Support Services
for F5 Distributed Denial-of-
Service Protection and Web
Application Firewall

P 29,040,000.00

Licenses and Support Services
for Solarwinds Network
Analyzer and Performance
Monitoring

P 1,165,000.00

License and Support Services
for Forescout Network Access
Control

P 2,955,000.00

License and Support Services
for Bluecoat PacketShaper

P 2,840,000.00

Total

P 36,000,000.00

conéisting of fewr{4) six (6) lots, as follows;

Lot

Particulars

ABC

1.

Licenses and Support Services
for Fortinet Next Generation
Firewall

$-29,040.000.00
P 4, 950,000.00

Licenses and Support
Services for Palo Alto
Introsion Detection and
Prevention Systemn

P 11,010,000.00

Licenses and Support
Services for F5 Distributed
Denial-of-Service Protection
and Web Application Firewall

P 13,080,000.00

Licenses and Support Services
for Solarwinds Network
Analyzer and Performance
Monitoring

P 1,165,000.00

License and Support Services
for Forescout Network Access
Conirol

P 2,955,000.00

4 6.

License and Support Services
for Bluecoat PacketShaper

P 2,840,000.00

Total

P 36,000,000.00

EXXX




18.1 The bid security shall be in the form of a Bid Securing
Declaration, or any of the following forms and amounts:

Lot 1 (ABC=P29,040,000.00)

1. The amount of not less than P380,800.00 {2% of
ABC), if bid security is in cash, cashier’s/manager’s check,
bank draft/guarantee or irrevocable letter of credit; or

2. The amount of not less than P1,452,000.00 [5% of
ABC] if bid security is in Surety Bond.

Lot 2 (ABC = P1,165,000.00)

A, The amount of not less than P23,300.00 [2% of
ABC], if bid security is in cash, cashier’s/manager’s check,
bank draft/guarantee or irrevocable letter of credit; or

B. The amount of not less than P58,250.00 [5% of
ABC] if bid security is in Surefy Bond.

Lot 3 (ABC = P2,955,000.00)

A The amount of not less than P39,100.00 [2% of
ABC], if bid security is in cash, cashier’s/manager’s check,
bank draft/guarantee or irrevocable letter of credit; or

B. The amount of not less than P147,750.00 [5% of
ABC] if bid security is in Surety Bond.

Lot 4 (ABC = P2,840,000.00)

Al The amount of not less than P56,800.00 {2% of
ABC], if bid security is in cash, cashier’s/manager’s check,
bank draft/guarantee or irrevocable letter of credit; or

B. The amount of not less than P142,000.00 [5% of
ABC] if bid security is in Surety Bond.

XXXX

18.1 The bid security shall be in the form of a Bid Securing
Declaration, or any of the following forms and amounts:

Lotil (ABC~P29;040:000-80) (ABC = P4,950,000.00)

1. | The amount of not less than P5386-880-60-P99,000.00
[2% of ABC], if bid security is in cash, cashier’s/manages’s
check, bank draft/guarantee or irrevocable letter of credit; or
2. The amount of not less than P1452.000.00
P247,500.00 [5% of ABC] if bid security is in Surety Bond.

L0t|2 (ABC = P11,010,000.00)

Al The amonnt of not less than P220,200.00 [2% of
ABC]), if bid security is in ¢ash, cashier’s/manager’s check,
bank draft/gsuarantee or irrevocable letter of credit; or

B. - The amouni of not less than P550,500.00 [S% of
ABC] if bid security is in Snrety Bond.

Lotg3 {ABC =P13,080,000.00)

A, The amount of not less than P261,600.00 [2% of
ABC], if bid security is in cash, cashier’s/manager’s check,
bank draft/guarantee or irrevocable letter of credit; or

B. | The amount of not less than P654,000.00 [3% of
ABCT if bid security is in Surety Bond.

Lot 2 4 (ABC = P1,165,000.00)

A, The amount of not less than P23,300.00 [2%6 of
ABC], if bid security is in cash, cashicr’s/manager’s check,
bank draft/euarantee or irrevocable letter of credit; or

B. | The amount of not less than P358,250.00 [5% of
ABC] if bid security is in Surety Bond.

Lot 3 5 (ABC = P2,955,000.00)

A The amount of not less than P39,100.00 [2% of
ABC] if bid security is in cash, cashier’s/manager’s check,
bank draft/guarantee or irrevocable letter of credit; or

B. |  The amount of not less than P147,750.00 [5% of
ABC] if bid security is in Surety Bond.

Lot 4- 6 (ABC = P2,840,000.00)

A. | The amount of not less than P56,800.00 [2% of
ABC], if bid security is in cash, cashier’s/manager’s check,
bank draft/guarantee or irrevocable letter of credit; or

B. °  The amount of not less than P142,000.00 [5% of
ABC] if bid security is  in Surety Bond.

Attached are the Revised Section V1. Schedule of
Requirements, Section VI Technical
Speclficatlons, Section VIII. Bidding Forms,
Statement of Single Largest Completed Contract
and Annex “A.”




Other matters:

» The “No Contact Rule” shall be strictly oibserved, Bidders are not allowed to call or
talk to any member of the Bids and Awards Committee, Technical Working Group or
Secretariat effective November 12, 2019 right after the opening of bids.

% For guidance and information of all concer:ned.

ACHILLES GERARD C. BRAVO |
Assistant Secretary
Chairperspn, DBM-BAC




(Revised)

Section VI. Schedule of Requirements

The delivery schedule expressed as weeks/months stipulates hereafter the date of delivery to
the project site.

Lot 1 - Licenses and Support Services for Fortinet Next Generation Firewall,

FortiGate 1000C with serial numbers:
. FGT1KC3914801270

. FGT1KC3914802580

And with the following features

. IPS and Application Control

. Anti-Virus

. Web Filtering

2 licenses

(Subscription

period from
March 1, 2020 to
January 31,
2022 see
attached

Revised Annex
A, itemn I1T)

numbers:

FGT90D3Z13004962
. FGT90D3Z14000664
. FGT90D3Z14000738
. FGT90D3Z714007845
. FGT90D37214000938
. FGT90D3Z14000781
. FGT90D3214001148
. FGT90D3Z14000666
. FGT90D3Z14008123

. FGT90D3Z214000632

Sixteen (16) units of Fortigate-90D with

serial

16 licenses

(Subscription
peried from
March 1, 2020 to
January 31,
2022; see
attached

Revised Annex
A, item TID)

Ttem Description Delivery Date
1. | Fortinet Next Generation Firewall Within
fourteen (14)

calendar days
upon receipt of
the Notice to
Proceed (NTP)




. FGT90D3Z14000764

. FGT90D3714000765

. FGT90D3Z214000737

. FGT90D3Z14000727

. FGT90D3Z15001108

. FG90DP3Z16001668

And with the following features:

’ IPS and Application Control
. Anti-Virus

.« Web Filtering |

One (1) unit of FortiManager-?:OOD! with | 1 license
serial number FM300D3M14000089.

{Subscription
period from
: March 1, 2020 to
| January 31,
i 2022; see
attached

Revised Annex
A, item III)

One (1) unit of FortiAnalyzer-300D | with | 1 license
serial number FL300D3M 14000378 '
(Subscription
period from
March i, 2020 to
January 31,
| 2022: see
attached
Revised Annex
A itemn I11)

2. | Submission of copy of certificates for the following Certified | Certificates

Professionals that will attend the mamtenance and support must be

services: f submitted in

the submission
e Fortinet Certified Network Security Expert (NSE) 5 and of bid

7; and documents and

e CISCO Certified Network Professmnal (routing and | will be subject
switching) : for post

. qualification




I hereby certify to comply and deliver all the above requirements.

|
Name of Company/Bidder Signature Over Printed Name of Representative Date




Section VI. Schedule of Requirements
(Revised)

The delivery schedule expressed as weeksfmonthé stipulates hereafter the date of delivery to
the project site.

Lot 2 - Licenses and Support Services for Palo Alto Intrusion Detection and Prevention

System
Item Description Delivery Date
1. | Palo Alto Intrusion Detection and Prevention Within
System | fourteen  (14)
Two units of Palo Alto 3260 w1th serial | 2 licenses calendar days
numbers: ; upon receipt of
| (Subscription the Notice to
. 016401002571; and period  from | | proceed (NTP)
March 23,
. 016401002749 : 2020 fo
I ; January 31,
I 2022; see
' attached
| ] . Revised
And with the following features: | Annex A, item
! i)
. Wildfire Sandboxing
. AutoFocus Threat Intelligence l
J Threat Prevention |

. URL Filtering

One (1) unit of Palo Alto Panorama M- 200 with | 1 license

serial number 017607001052 i
! (Subscription
: period  from

March 23,
2020 to
Janwary 31,
2022; see
attached
Revised
! Annex A, item
; m)

2. | Submission of copy of certificates for tlhe following Certified | Certificates
Professionals that will attend the mamtenance and support must be
services: - submitted in

the submission
e Palo Alto Networks Certified Network Security of bid
Administrator (PCNSA); and ' documents and




e CISCO Certified Network Pro?fessional (routing and
switching).

will be subject
for post
qualification

I hereby certify to comply and deliver alj the above requirements.

Name of Company/Bidder Signature Over Printed Name of Representative Date

10




(Revised)

Section VI. Schedule of Requirements

The delivery schedule expressed as weeks/months stipulates hereafier the date of delivery to
the project site.

Lot 3 - Licenses and Support Services for F5 Distributed Denial-of-Service Protection

and Web Application Firewall |

Item Deseription | Delivery Date

1. | F5 Distributed Denial-of-Service Protectwn and Web Within
Application Firewall fourteen (14)

calendar days
Silverline DDoS Protection and Web Application | 1 license upon receipt of
Firewall with the following features: i the Notice to
(Subseription | [ Proceed (NTP)
. One (1) x F5 Silverline WAF Managed period  from
June 22,
. Ten (10) x F5 Silverline WAF Qualified 2020 to
Domain Name I January - 31,
| 2022; see
«  Fifty (50) Mbps F5 Silverline WAF | areied
Throughput Annex A,
5 item III)
Two (2) units of F5 BIG-IP i4800 Best Bundle | 2 licenses
with serial number SMZD-YLVI and  UECG-
KUFG. (Subscription
period from
June 22,
2020 to
January 31,
2022; see
attached
Revised
Annex A,
item I1T)

2. | Submission of copy of certificates for the following Certified | Certificates
Professionals that will attend the mamtcnance and support must be
services: l submitted in

! the submission
o F5 Certified Technical Specialist; and of bid
CISCO Certified Network Professmnal (routing and | documents and
switching). will be subject
| for post
gualification

13




I hereby certify to comply and deliver all the above requirements.

Name of Company/Bidder Signature Over Printed Name of Representative Date




The delivery schedule expressed as weeks/month
the project site.

(Revised)

Section VI Schedulé of Requirements

s stipulates hereafter the date of delivery to

Lot 4 - License and Support Services for Solarwinds Network Analyzer and Performance
Monitoring

Item

Description

Delivery Date

Solarwinds Network Analyzer and Performance Monitoring

Orion Netflow Traffic Analyzer 1 license
{Subscription
period  from
March 1, 2020
to January 31,
2022; see
attached
Revised Annex
A, item IIT}

Orion Network Performance Monitoring 1 license

(Subscription
period  from
March 1, 2020
to January 31,
2022: see
attached
Revised Annex
A, item III)

Within

fourteen (14)
calendar days
upon receipt of
the Notice to
Proceed (NTP)

Submission of copy of certificates for }he following Certified
Professionals that will attend the maintenance and support
SEervices: :

¢ Solarwinds Certified Professional {(SCP); and

e CISCO Certified Network Professional (routing and

switching). !

Certificates
must be
submitied in
the submission
of bid
documents and
will be subject
for post
qualification

I hereby certify to comply and deliver allgthe above requirements,.

Name of Company/Bidder

i3

Signature Over Prin;ted Name of Representative

Date




Sectzon VI Schedule of Requzrements
(Revnsed)

The dehvery schedule expressed as weeksfmonths stlpulates hereafter the date of dellvery to
the project site.

Lot 5 - License and Support Services for Fi arescoifd Network Access and Control

Item Description Delivery Date
1. | Forescout Network Access and Control Within
| : F fourteen (14)
' One (1) unit of Forescout CounterACT with | 1 license calendar days
| serial number D17K700JA00240AN upon receipt of
| ' (Subscription the Notice to
| peried  from Proceed (NTP)
February = 1, P o
2020 to
January 31,
2022; see
attached
Revised Annex
A, item III}
2. | Submission of copy of certificates for the following Certified | Certificates
Professionals that will attend the mamtenance and support must be
services: : submitted in
+  Forescout Certified Engineer. (FC]E.), and the submission
e CISCO Certified Network Professional (routing and of bid
smtchmg) documents and
: will be subject
| for post
? qualification |

I hereby certify to comply and deliver all

the above requirements.

Name of Company/Bidder

14

Signature Over Printed Name of Representative

- Date




Section VI. Schedule of Requirements
(Revisegd)

The delivery schedule expressed as weeks/months stipulates hereafter the date of delivery to
the project site. |

Lot 6 - License and Support Services for Bluecoat PacketShaper

Item Description Delivery Date
1. | Bluecoat PacketShaper Within
: fourteen (14)
One (1) unit of Bluecoat PacketShaper S400 with | 1 license calendar days
serial number 3817320245 s upon receipt of
(Subscription | | the Notice to
period from 1| proceed (NTP)
March 1,
5 2020 0
5 January 31,
2022;  see
: attached
| Revised
| Annex A,
item 111)
2. | Submission of copy of certificates for the following Certified | Certificates
Professionals that will attend the mainfenance and support must be
services: ' submitted in
¢ Bluecoat PacketShaper Specialist; an the submission
o CISCO Certified Network Professmna.l (routing and of bid
switching). documents and
will be subject
for post
qualification

I hereby certify to comply and deliver all

the above requirements.

Name of Company/Bidder

15

Signature Over Printed Name of Representative Date




Section VII. Technical Specifications
(Revise!d)

Bidders must state here either “Comply” or any equivalent term in the column “Bidder’s

Statement of Compliance”™ against each of the individual parameters of each “Specification.”
I

Lot 1 - Licenses and Support Services for Fi ortinet Next Generation Firewall

Bidder's
Specifications Statement of
Compliance

I. Duration of Contract (see attached Revised Anm;zx A, item ITI)
II.  Scope of Work and Services (see attached Reviséd Annex A, item IV, 4.1}
III.  Service Level Agreement (see aftached Revised Aﬁnex A, item V)
| IV.  Warranties of the Contractor (see attached Revisied Annex A, item IV)
Confidentiality of Data (see atfached Revised An;zex A, item VII)
| VI. Terms of Payment (see affached Revised Annex A, item VIII)

| VIL.  Pre-Termination of Contract (se¢ affached Revised Annex A, item IX}

<

I hereby certify to comply with all the abl:)ve Technical Specifications.

Name of Company/Bidder Signature Over Printed Name of Representative Date

16




Section VIL Techniéal Specifications
(Revised)

Bidders must state here either “Comply” or any equivalent term in the column “Bidder’s
Statement of Compliance” against each of the individual parameters of each “Specification.”

Lot 2 - Licenses and Support Services for Palo Alto Intrusion Detection and Prevention
System -

Bidder's
Specifications Statement of
Compliance

1. Duration of Contract (see affached Revised Anm:ex A, item ITT)
IL.  Scope of Work and Services (see attached Reviséd Annex A, item IV, 4.2)
IIl.  Service Level Agreement (see aftached Revised Annex A, item V)
IV. Warranties of the Contractor (see affached Revi.s%ed Annex A, item IV)
V. Confidentiality of Data (see attached Revised An;zex A, item VII)
VL.  Terms of Payment (see attached Revised Annex A, item VIII) |

VII. Pre-Termination of Contract (see attached Revis!ed Annex A, item IX)

I hereby certify to comply with all the ab:bve Technical Specifications.

Name of Company/Bidder Signature Over Printed Name of Representative Date

17




Section VII. Te echniéal Specifications

(Revised)

Bidders must state here either “Comply” or any equivalent term in the column “Bidder’s
Statement of Compliance” against each of the individual parameters of each “Specification.”

Lot 3 - Licenses and Support Services for F5 Distributed Denial-of-Service Protection and

Web Application Firewall

Specifications

Bidder's
Statement of
Compliance

B o~

111

S5 S < 7

|
Duration of Contract (see attached Revised Annex A, item I1I)

Scope of Work and Services (see attached Revised Annex A, item IV, 4.3
Service Level Agreement (see attached Revised Ainnex A, item V)
Warranties of the Contractor (see attached Revised Annex A, item IV)
Confidentiality of Data (see aftached Revised Anﬁzex A, item VII)

Terms of Payment (see attached Revised Annex /#, item VIII)

Pre-Termination of Contract (see attached Revised Annex A, item IX)

I hereby certify to comply with all the above Technical Specifications.

Name of Company/Bidder Signature Over Printed Name of Representative

i8

Date




Section VII. Techniéal Specifications

(Revised)

Bidders must state here either “Comply” or any equivalent term in the column “Bidder’s
Statement of Compliance™ against each of the individual parameters of each “Specification.”

Lot 4 - License and Support Services for Solarwinds Network Analyzer and Performance

Monitoring

Specifications

Bidder's
Statement of
Compliance

II.
I11.
Iv.

=

VIIL.

Duration of Contract (see attached Revised Anmizx A, item III)

Scope of Work and Services (see aftached Revis.fi:a' Annex A, item 1V, 4.4)
Service Level Agreement (see attached Revised Annex A, item V)
Warranties of the Contractor (see attached Revis!'ed Annex A, ifem IV)
Confidentiality of Data (see attached Revised Annex A, item VII)

Terms of Payment (see attached Revised Annex 4, item VIII)

Pre-Termination of Contract (see attached Revislzd Annex A, item IX)

I hereby certify to comply with all the ab;bve Technical Specifications.

Name of Company/Bidder Signature Over Printed Name of Representative

19

Date




|
Section VII. Technical Specifications
(Revised)

Bidders must state here either “Comply” or any equivalent term in the column “Bidder’s
Statement of Compliance” against each of the individual parameters of each *“Specification.”

|
Lot 5 - License and Support Services for Fi orescdut Network Access and Control

Bidder's
Specifications i Statement of
: Compliance

I. Duration of Contract (see attached Revised Anm;ex A, item 1II)
II.  Scope of Work and Services (see attached Reviséd Annex A, item IV, 4.5)
III.  Service Level Agreement (see attached Revised 4nnex A, item V)
IV. Warranties of the Contractor (see attached Revi.%ed Annex A, item IV)
V.  Confidentiality of Data (see affached Revised Annex A, item VII)
VI. Terms of Payment (see aftached Revised Annex A, itemn VIII)

VII. Pre-Termination of Contract (see atfached Rew:sled Annex A, item IX)

I hereby certify to comply with all the above Technical Specifications.

Name of Company/Bidder Signature Over Printed Name of Representative Date

20




Section VII. T echni(;:al Specifications

(Revised)

Bidders must state here either “Comply” or any equivalent term in the column “Bidder’s

Statement of Compliance™ against each of the individual parameters of each “Specification.”

Lot 6 - License and Support Services for Bluecoat Packet Shaper

Specifications

Bidder's
Statement of
Compliance

5SS <2H= -

|
Duration of Contract (see attached Revised Anni?x A, item ITI)
Scope of Work and Services (see attached Revise;d Annex A, item 1V, 4.6)
Service Level Agreement (see aftached Revised Agnnex A, item V)
Warranties of the Contractor (see aftached Revi‘;jed Annex A, item IV)
Confidentiality of Data (see attached Revised Am%zex A, item VII)
Terms of Payment (see attached Revised Annex A, item VIII)

Pre-Termination of Conftract (see attached Revised Annex A, item IX)

I hereby certify to comply with all the above Technical Specifications.

Name of Company/Bidder Signature Over Printed Name of Representative

21

Date




|
Bid Form
(Revised)
|

Date:
Invitation to Bid No.: DBM-2020-06

To: [name and address of Procuring Entity]
Gentlemen and/or Ladies: |

Having examined the Bidding Documents including Bid Bulletin Numbers [insert
numbers], the receipt of which is hereby duly acknowledged, we, the undersigned, offer to
the DBM, our services for the Project, “ICT qu!lipment Licenses and Support Services —
Lot 1 - Licenses and Support Services for Fortinet Next Generation Firewall,” in

conformity with the said Bidding Documents for the sum of [foral Bid amount in words and
Jfigures]. |

We undértake, if our Bid is accepted, to Heliver the goods in accordance with the
delivery schedule specified in the Schedule of Requirements.

If our Bid is accepted, we undertake to provide a performance security in the form,
amounts, and within the times specified in the Bidding Documents.

We agree to abide by this Bid for the Bid Validity Period specified in BDS provision
for ITB Clause 18.2 and it shall remain binding upon us and may be accepted at any time
before the expiration of that period.

Until a formal Contract is prepared and executed, this Bid, together with your written
acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to accept the Lowest Calculated Bid or any Bid
you may receive.

We certify/confirm that we comply with the E11g1b1l1ty requirements as per ITB Clause
5 of the Bidding Documents.

We likewise certify/confirm that the under51gned [for sole proprietorships, insert: as
the owner and sole proprietor or authorized representatlve of Name of Bidder, has the full
power and authority to participate, submit the bid, and to sign and execute the ensuing
contract, on the latter’s behalf for the “ICT Equipment Licenses and Support Services --
Lot 1 - Licenses and Support Services for Fortinet Next Generation Firewall” of the
Department of Budget and Management [for parmersths corporations, cooperatives, or
Joint ventures, insert: is granted full power and authority by the Name of Bidder, to
participate, submit the bid, and to sign and execute the ensuing contract on the latter’s behalf
for “ICT Equipment Licenses and Support Services — Lot 1 - Licenses and Support
Services for Fortinet Next Generation Firewall “of the Departmment of Budget and
Management. 3
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i
We acknowledge that failure to sign each and every page of this Bid Form, including the
attached Schedule of Prices, shall be a ground for the rejection of our bid.

Dated this day of | 20

|
[Signature] [n the capacity of]

Duly authorized to sign Bid for and on behalf of _;




Bid Form
(Revised)

: Date:
Invitation to Bid No.: DBM-2020-06

To.: [name and address of Procuring Entity]

Gentlemen and/or Ladies:

|
Having examined the Bidding Documents including Bid Bulletin Numbers [insers

numbers], the receipt of which is hereby duly acknowledged, we, the undersigned, offer to
the DBM, our services for the Project, “ICT Equipment Licenses and Support Services —
Lot 2 - Licenses and Support Services for Palo! Alto Intrusion Detection and Prevention
System,” in conformity with the said Bidding Documents for the sum of [fotal Bid amount in
words and figures].

We undertake, if our Bid is accepted, to Ecleliver the goods in accordance with the
delivery schedule specified in the Schedule of Requirements.

If our Bid is accepted, we undertake to pr(!wide a performance security in the form,
amounts, and within the times specified in the Bidding Documents.

We agree to abide by this Bid for the Bid | Validity Period specified in BDS provision
for ITB Clause 18.2 and it shall remain bmdmg pon us and may be accepted at any time
before the expiration of that period.

Until a formal Contract is prepared and executed this Bid, together with your written
acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to aceept the Lowest Calculated Bid or any Bid
you may receive. !

We certify/confirm that we comply with the e11g1b111ty requu'ements as per ITB Clause
5 of the Bidding Documents. !

We likewise certify/confirm that the undersigned, [for sole proprietorships, insert: as
the owner and sole proprietor or authorized representative of Name of Bidder, has the full
power and authority to participate, submit the blud and fo sign and execute the ensuing
contract, on the latter’s behalf for the “ICT Eqmpment Licenses and Support Services —
Lot 2 - Licenses and Support Services for Palo Alio Intrusion Detection and Prevention
System” of the Department of Budget and Management [for parinerships, corporations,
cooperatives, or joint ventures, insert: is granted: full power and authority by the Name of
Bidder, to participate, submit the bid, and to sign and execute the ensuing contract on the
latter’s behalf for “ICT Equipment Licenses and:Support Services — Lot 2 - Licenses and
Support Services for Palo Alto Intrusion Detectlon and Prevention System™ of the

Department of Budget and Management
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| |
We acknowledge that failure to sign each and every page of this Bid Form, including the
attached Schedule of Prices, shall be a ground for the rejection of our bid.

Dated this day of | 20

[Signature] [In the capacity of]

Duly authorized to sign Bid for and on behalf of |
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Bid Form
(Reviseh)

| Date:
Invitation to Bid No.: DBM-2020-06

To: [name and address of Procuring Entity]

Gentlemen and/or Ladies: |

Having examined the Bidding Documents including Bid Bulletin Numbers [insert
numbers], the recelpt of which is hereby duly acknowledged we, the undersigned, offer to
the DBM, our services for the Project, “1CT Eqmpment Licenses and Support Services —
Lot 3 - Licenses and Support Services for F5 Distributed Denial-of-Service Protection and
Web Application Firewall,” in conformity with the said Bidding Documents for the sum of
[total Bid amount in words and figures].

. We undertake, if our Bid is accepted, to deliver the goods in accordance with the
delivery schedule specified in the Schedule of Requirements.

If our Bid is accepted, we undertake to provide a performance security in the form,
amounts, and within the times specified in the Bidding Documents.

We agree to abide by this Bid for the Bid Validity Period specified in BDS provision
for ITB Clause 18.2 and it shall remain binding upon us and may be accepted at any time
before the expiration of that period. !

Until a formal Contract is prepared and executed, this Bid, together with your written
acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to accept the Lowest Calculated Bid or any Bid
you may receive.

We certify/confirm that we comply with the eligibility requirements as per ITB Clause
5 of the Bidding Pocuments.

We likewise certify/confirm that the undersigned, [for sole proprietorships, insert. as
the owner and sole proprietor or anthorized representative of Name of Bidder, has the full
power and authority to participate, submit the bid, and to sign and execute the ensuing
contract, on the latter’s behaif for the “ICT Equipment Licenses and Support Services —
Lot 3 - Licenses and Support Services for F5 Distributed Denial-of-Service Protection and
Web Application Firewall” of the Department of Budget and Management [for
partnerships, corporations, cooperatives, or joint ventures, insert: is granted full power and
authority by the Name of Bidder, to participate, submit the bid, and to sign and execute the
ensuing contract on the latier’s behalf for “ECT Eqnipment Licenses and Support Services —
Lot 3 - Licenses and Support Services for F5 Distributed Denial-of-Service Protection and
Web Application Firewall” of the Department of Budget and Management.

26




We acknowledge that failure to sign each and every page of this Bid Form, including the
attached Schedule of Prices, shall be a ground for the rejection of our bid.

Dated this day of i 20

[Signature] [In ﬂ!ze capacity of]

Duly authorized to sign Bid for and on behalf of |
i
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Bid Form
i

Date:

Invitation to Bid No.: DBM-2020-06
i

To: [name and address of Procuring Entity]

Gentlemen and/or Ladies:

Having examined the Bidding Documents including Bid Bulletin Numbers [insers
numbers], the receipt of which is hereby duly acknowledged, we, the undersigned, offer to
the DBM, our services for the Project, “ICT Equipment Licenses and Support Services —
Lot 4 - License and Support Services for Solarwinds Network Analyzer and Performance
Monitoring,” in conformity with the said Bidding Documents for the sum of [rotal Bid
amount in words and figures]. :

We undertake, if our Bid is accepted, to deliver the goods in accordance with the
delivery schedule specified in the Schedule of Requirements.

If our Bid is accepted, we undertake to provide a performance security in the form,
amounts, and within the times specified in the Bidding Documents.

We agree to abide by this Bid for the Bid Validity Period specified in BDS provision
for ITB Clause 18.2 and it shall remain binding upon us and may be accepted at any time
before the expiration of that period. '

Until a formal Contract is prepared and exe%:uted, this Bid, together with your written
acceptance thereof and your Notice of Award, shalJ be binding upon us.

We understand that you are not bound to aceept the Lowest Calculated Bid or any Bid
you may receive.

We certify/confirm that we comply with the eligibility requirements as per ITB Clause
5 of the Bidding Documents. ;

We likewise certify/confirm that the undersigned, [for sole proprieforships, insert. as
the owner and sole proprietor or authorized representative of Name of Bidder, has the full
power and authority to participate, submit the bid, and to sign and execute the ensuing
contract, on the latter’s behalf for the “ICT Equipment Licenses and Support Services —
Lot 3 - License and Support Services for Solarwinds Network Analyzer and Performance
Monitoring” of the Department of Budget. and Management [for partnerships,
corporations, cooperatives, or joint ventures, fnsert: is granted full power and authority by
the Name of Bidder, to participate, submit the bid, and to sign and execute the ensuing
contract on the latter’s behalf for “ICT Equipment Licenses and Support Services — Lot 3 -
License and Support Services for Solarwinds Network Analyzer and Performance
~ Monitoring” of the Department of Budget and Mianagement.
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We acknowledge that failure to sign each and e'very page of this Bid Form, including the

attached Schedule of Prices, shall be a ground for the rejection of our bid.

Dated this day of i 20

[Signature] [n th:e capacity of]

Duly authorized to sign Bid for and on behalf of '

2 |




Bid Form

' Date:
Invitation to Bid No.: DBM-2020-06

To: [name and address of Procuring Entity] ‘

Gentlemen and/or Ladies:

Having examined the Bidding Documents! including Bid Bulletin Numbers [insert
numbers], the receipt of which is hereby duly acknowledged, we, the undersigned, offer to
the DBM, our services for the Project, “ICT Equipment Licenses and Support Services —
Lot 5 - License and Support Services for For:escout Network Access and Control,” in
conformity with the said Bidding Documents for the sum of [fotal Bid amount in words and

Sfigures].

We undertake, if our Bid is accepted, to %ieliver the goods in accordance with the
delivery schedule specified in the Schedule of Requirements.

If our Bid is accepted, we undertake to provide a performance security in the form,
amounts, and within the times specified in the Bidding Documents.

We agree to abide by this Bid for the Bid Validity Period specified in BDS provision
for ITB Clause 18.2 and it shall remain binding upon us and may be accepted at any time
before the expiration of that period.

Until a formal Contract is prepared and executed, this Bid, together with your written
acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to acéept the Lowest Calculated Bid or any Bid
you may receive. ;
|

We certify/confirm that we comply with the e11g1b111ty requirements as per ITB Clause
5 of the Bidding Documents.

We likewise certify/confinm that the undersfgned, [for sole proprietorships, insert: as
the owner and sole proprietor or authorized representative of Name of Bidder, has the full
power and authority to participate, submit the bid, and to sign and execute the ensuing
contract, on the latter’s behalf for the “ICT Equipment Licenses and Support Services —
Lot 5 - License and Support Services for Forescout Network Access and Control” of the
Department of Budget and Management [for partnerships, corporations, cooperatives, or
joint ventures, insert: is granted full power and authority by the Name of Bidder, to
participate, submit the bid, and to sign and execute; the ensuing contract on the latter’s behalf
for “ICT Equipment Licenses and Support Services — Lot 5 - License and Support
Services for Forescout Network Access and Control” of the Department of Budget and

Management.

30




We acknowledge that failure to sign each and every page of this Bid Form, including the
attached Schedule of Prices, shall be a ground for the rejection of our bid.

Dated this day of 20

[Signature] [In the capacity of]
|
Duly authorized to sign Bid for and on behalf of
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Bid Form

Date:
Invitation to Bid No.: DBM-2020-06

To: [name and address of Procuring Entity]

Gentlemen and/or Ladies: |

Having examined the Bidding Documents including Bid Bulletin Numbers [insert
numbers], the receipt of which is hereby duly acknowledged, we, the undersigned, offer to
the DBM, our services for the Project, “ICT qulhipment Licenses and Support Services —
Lot 6 - License and Support Services for Bluecoat PacketShaper,” in conformity with the
said Bidding Documents for the sum of ftotal Bid amount in words and figures].

We undertake, if our Bid is accepted, to ldeliver the goods in accordance with the
delivery schedule specified in the Schedule of Requirements.

If our Bid is accepted, we undertake to pr(@)vide a performance security in the form,
amounts, and within the times specified in the Bidding Documents.

We agree to abide by this Bid for the Bid \é(alidity Period specified in BDS provision
for ITB Clause 18.2 and it shall remain binding upon us and may be accepted at any time
before the expiration of that period.

Until a formal Contract is prepared and executed, this Bid, together with your written
acceptance thereof and your Notice of Award, shall be binding upon us.

We understand that you are not bound to accept the Lowest Calculated Bid or any Bid
youmay receive.

We certify/confirm that we comply with the |e11g1b111ty requirements as per ITB Clause
5 of the Bidding Documents.

We likewise certify/confirm that the undersigned, [for sole proprietorships, insert: as
the owner and sole proprietor or authorized representative of Name of Bidder, has the full
power and authority to participate, submit the bid, and to sign and execute the ensuing
contract, on the latter’s behalf for the “ICT Eqmpment Licenses and Support Services ~
Lot 6 - License and Support Services for Bluecoat PacketShaper” of the Department of
Budget and Management /[for partnerships, corporations, cooperatives, or joint ventures,
insert: is granted full power and authority by the Name of Bidder, to participate, submit the
bid, and to sign and execute the ensuing contract (i)n the latter’s behalf for “ICT Equipment
Licenses and Support Services — Lot 6 - License and Support Services for Bluecoat
PacketShaper” of the Department of Budget and Management.
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We acknowledge that failure fo sign each and eivery page of this Bid Form, including the
attached Schedule of Prices, shall be a ground for the rejection of our bid.

Dated this day of ! 20

[Signature] [In the capacity of]

Duly authorized to sign Bid for and on behalf of |
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|
Statement of Single Large.ét Completed Contract

which is Similari' in Nature

(indicate only one)
(Revised)
|
Business Name:
Business Address:
5 Name of Date of the Kinds of Amount of Date of End User’s
Client/Contact Contract Goods Contract Delivery Acceptance or
Person/Contact i Official Receipt(s)
| Number/Contact ! Issued for the
| Email Address : Contract
Submitted by |
(Printed Name and Signature)
Designation !
Date
Instructions:

a. Cut-off date is November 12, 2019. |

b. Similar contract shall refer to License and Support Services for the following:
Lot I:

Fortinet Next Generation Firewall

Lot 2: !
Palte Alto Intrusion Detection and Prevention System

Lot 3: |
F5 Distributed Denial-of-Service Protection and Web Application Firewall

Lot 4: '
Solarwinds Network Analyzer and Performance Monitoring

Lot 5: |
Forescour Network Access Control '

Lot 6: .
Bluecoar Packet Shaper '
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. |
= . I .
* |

TECHNICAL SPECIFICATIONS
~ (Revised)
.
I. PROJECT TITLE :
Subscription of ICT Equipment Licenses and Siup'port Services .

|
Il. OBJECTIVE

To continue and maintain the functionality of the following ICT Eqmpment in order to
ensure the security and reliability of DBM Application Systems: .

Lot 1 Licenses and Support Services for Fortinet Next Generation Firewall

: Licenses and Support Services for Palo Alto Intrusion Detection én‘d
lot2 ro

Prevention System
Licenses and Support Services for F5 Distributed Denial-of-Service

Lot 3 Protection and Web Application Firewall
Lot 4 Licenses and Support Services for Solarwinds Network Analyzer
_ and Performance Monitoring -
Lot5 Licenss and Support Services for Forescout Network Access Contral

Lot 6 License and Support Services for Bluecoat PacketShaper

Hl. DURATION OF THE CONTRACT

| | The Contract for the Subscrlptlon of ICT Equupment Licenses and Support Services will
' be according to the following schedule:

PARTICULARS DURATION

1 Licenses and Support Services for Fortinet ' March 1, 2020 to
Next Generation Firewall - January 31, 2022
2 Licenses and Support Services for Palo Alto . March 23, 2020 to
Intrusion Detection and Prevention System ' January 31, 2022
Licenses and Support Services for -
3 F5 Distributed Dénial-of-Service Protection j:rz‘iazr}%?:z'iozzgg .
. and Web Application Firewal ’
Licenses and Support Services|for
4 Solarwinds Network Analyzer and ‘[}g?‘rfgr; ‘3%022%502
Performance Monitoring ’
5 License and Support Services for Forescout _ February 1, 2020 to
Network Access Control © January 31, 2022
6 License and Support Services for Bluecoat March 1, 2020 to
Packet Shaper i _ : January 31, 2022




IV. SCOPE OF WORK AND SERVICES

41 Lot 1 - Licenses and Support Services for Fortinet Next Generation
Firewall =
411 The CONTRACTOR shall provide licenses and support services for
the following Fortinet Equipment with in fourteen (14) calendar days
from the receipt of NTP: !

4.1.1.1Two (2) units of FortiGate 1000C with serial numbers:
» FGT1KC3914801270
FGT1KC3914802580
And with the following features
» IPS and Application Control
o Anti-Virus |
o Web Filtering ;
* Mobile Malware Protection
4.1.1.2 Sixteen (16) units of Fortigate-90D with serial numbers:
o FGT90D3Z13004962
¢ FGT90D3Z14000664
» FGT90D3Z214000738
» FGT90D3Z14007845
¢ FGTO0D3Z14000938
e« FGTI0D3Z14000781
¢ FGTO0D3Z214001148
« FGT90D3Z1 400066@
e FGTI0D3Z14008123
o FGTE0D3Z14000632
o FGTO0D3Z14000764
« FGT90D3Z14000765
¢ FGT90D3Z14000737
e FGTO0D3Z14000727
e« FGTO0D3Z15001108
» FGOODP3Z16001668
And with the following features:
e IPS and Application Control
e Anti-Virus
« Web Filtering |
41.1.30ne (1) unit of FortiManager-300D with serial number
FM300D3M14000089.
4.1.1.40ne (1) unit of FortiAnalyzer-300D with serial number
FL300D3M14000378.

4.1.2 The CONTRACTOR shall providefrender twenty-four hours a day,
seven days a week (24x7) technical support services. Technical
support can be delivered in! a form of telephone call, electronic mail,
and/or on-site support.

The CONTRACTOR shall resolve every problem on software and
hardware components within six (8) hours after it was reported during
the subscription period. It shall refer to a condition wherein the
reported problem is resolved by the CONTRACTOR to the satisfaction
of the DBM. Problem and resolution shall be logged in the DBM Help
Desk Facility. f




4.1.3 The CONTRACTOR shall replace the defective parts/accessories of
the same or better brand, model features, quality and functionalities if
not repaired within the allowable resolution time of six (6) hours
during the subscription period at no additional cost to the DBM.

4.1.4 The CONTRACTOR shall provide service unit of at least the same
brand, model, features and functionalities or its equivalent in case of
equipment breakdown at no additional cost to the DBM. The service
unit shall be made available and operational within six (6) hours from
the time the problem has been reported by the DBM for the equipment
undergoing repair during the subscription period.

4.1.5 The CONTRACTOR shall ensure the all Fortinet equipment and its
components are up to daté (e.g. firmware upgrade, software update,
patches and etc.) :

4.1.8 The CONTRACTOR shall cionduct a monthly preventive maintenance

and submit a monthly repert ( e.g. status repori, health check,

_ performance, updates, recommendations and etc.). Said report shall

| be submitted every 1% week of the succeeding month and subject for
validation of an ICTSS Official.

417 The CONTRACTOR should transfer the existing Fortinet subscription
account to the Chief of ICTSS - Network and Hardware Division.

418 The CONTRACTOR must have the following Certified Professionals
that will attend the maintenance and support services: {(certificates
must be submitted in the submission of bid documents and will be
subject for post qualification)

4.1.8.1 Fortinet Certified Network Security Expert (NSE) 5 and 7
4182 CISCO Certified Net»fwork Professional {routing and switching)

419 A Ceriificate of Acceptance shall be issued by the Director of

information and Commu?ication Technology Systems Service
(ICTSS). g

4.2 Lot 2 - Palo Alto Intrusion Detection and Prevention System

421 The CONTRACTOR shall provide licenses and support services for
the following Palo Alto Equipment within fourteen (14) calendar days
from the receipt of NTP:

4.2.1.1 Two units of Palo Alto 3260 with serial numbers:
e 016401002571; and
» 016401002749
And with the following features:
o Wildfire Sandboxing
« AutoFocus Threat Intelligence
* Threat Prevention
¢« URL Filtering

4.2.1.2 One (1) unit of Palo Alto Panorama M-200 with serial number

017607001052




|
422 The CONTRACTOR shall: provide/render twenty-four hours a day,
seven days a week (24x7) technical support services. Technical
support can be delivered in a form of teilephone call, electronic mail,
and/or on-site support.

The CONTRACTOR shali resolve every problem on software and
hardware components within six (6) hours after it was reported during
the subscription period. It shall refer to a condition wherein the
reported problem is resolved by the CONTRACTOR to the satisfaction
of the DBM. Problem and resolution shall be logged in the DBM Help
Desk Facility. ;

423 The CONTRACTOR shall replace the defective parts/accessories of
the same or better brand, model features, quality and functionalities if
not repaired within the al!owable resolution time of six (6) hours
during the subscription period at no additional cost to the DBM.

424 The CONTRACTOR shall provide service unit of at least the same
brand, model, features and functionalities or its equivalent in case of
equipment breakdown at no additional cost to the DBM. The service
unit shall be made available and operational within six (6) hours from
the time the problem has béen reported by the DBM for the equipment
undergoing repair during the subscription period.

425 The CONTRACTOR shall ensure the all Palo Alto equipment and its
components are up to date (e.g. firmware upgrade, software update,
patches and etc.) Z

426 The CONTRACTOR shall conduct a monthly preventive maintenance
and submit a monthly report ( e.g. status report, health check,
performance, updates recommendations and etc.). Said report shall
be submitted every 1% week of the succeeding month and subject for
validation of an ICTSS Offu:lal

427 The CONTRACTOR must have the following Certified Professionals
that will attend the maintehance and support services: (certificates
must be submitted in the submission of bid documents and will be
subject for post qualification)

4271 Palo Alto Network5|Certtf ied Network Security Administrator
(PCNSA)
4.2.7.2 CISCO Certified Network Professional (routing and switching)
428 A Certificate of Acceptan(!:e shall be issued by the Director of
Information and Communication Technology Systems Service
(ICTSS).




4.3 Lot 3 -

!
Licenses and Support Services for F5 Distributed Denial-of-

Service Protection and Web Application Firewall

4.3.1

432

4.3.3

434

435

4386

4.3.7

|
The CONTRACTOR shall provide licenses and support services for
the following F5 DDoS/WAF Solution within fourteen (14) calendar
days from the receipt of NTP:

|

4.3.1.1F5 Silverline DDoS Protection and Web Application Firewall
with the foilowing features:
¢ One (1) x F5 Silverline WAF Managed
e Ten {(10) x F5 Silverline WAF Qualified Domain Name
s Fifty (50) Mbps F5 Silverline WAF Throughput
4.31.2Two (2) units of F5 BIG-IP 4800 Best Bundle with serial
number SMZD-YLVI! and UECG-KUFG.

The CONTRACTOR shall provide/render twenty-four hours a day,
seven days a week (24x|7) technical support services. Technical
support can be delivered in a form of telephone call, electronic mail,
and/or on-site support.

The CONTRACTOR shall ‘resoive every problem on software and
hardware components within six {6) hours after it was reported during
the subscription period. It shall refer to a condition wherein the
reported problem is resolved by the CONTRACTOR to the satisfaction
of the DBM. Problem and resolution shall be logged in the DBM Help
Desk Facility. '

The CONTRACTOR shall r!eplace the defeciive parts/accessories of
the same or better brand, model features, quality and functionalities if
not repaired within the allowable resolution time of six (6) hours
during the subscription perigd at no additional cost to the DBM.

The CONTRACTOR shall provide service unit of at least the same
brand, model, features and functionalities or its equivalent in case of
equipment breakdown at no additional cost to the DBM. The service
unit shall be made available and operational within six (6) hours from
the time the_problem has been reported by the DBM for the equipment
undergoing repair during the subscription period.

The CONTRACTOR shall ensure the all F5 equipment and its
components are up to date:(e.g. firmware upgrade, software update,
patches and elc.}

The CONTRACTOR shall conduct a monthly preventive maintenance
and submit a monthly report ( e.g. status report, health check,
performance, updates, recommendations and etc.). Said report shall
be submitted every 1% week of the succeeding month and subject for
validation of an ICTSS Ofﬁcigl.

The CONTRACTOR must have the following Certified Professionals
that will attend the maintenance and support services: (certificates
must be submitted in the submission of bid documents and will be
subject for post qualification)




4.3.7.1 F5 Certified Technlcal Specialist
4.3.7.2 CISCO Certified Network Professional {routing and swatchmg)

4.3.8 A Certificate of Acceptance shall be issued by the Director of
Information and Communlcation Technology Systems Service
(ICTSS).

| |
| 4.4 Lot 4 - License and Support Services for Solarwinds Network Analyzer
and Performance Monitoring
|
4.4.1 The CONTRACTOR shall provide licenses and support services for the
following within fourteen (14) calendar days from the receipt of NTP:
4.4 1.1 Orion Netflow Traffic Analyzer
4.4.1.2 Orion Network Perfarmance Monitoring

4.4,2 The CONTRACTOR shall!provide!render twenty-four hours a day,
seven days a week (24x7) technical support services. Technical
support can be delivered in a form of telephone call, electronic mail,
and/or on-site support. |

The CONTRACTOR shall resolve every problem within six (6) hours
after it was reported during| the subscription period. it shall refer to a
condition wherein the reported problem is resolved by the
CONTRACTOR to the satisfaction of the DBM. Problem and
resolution shall be logged in the DBM Help Desk Facility.

4.43 The CONTRACTOR shall ensure that the Solarwinds Software is up-
to-date. !

444 The CONTRACTOR shall conduct a monthly check-up and submit a
monthly report ( e.g. stalLtus report, health check, performance,
updates, recommendations ‘and etc.). Said report shall be submitted
every 1% week of the succeeding month and subject for validation of
an ICTSS Official.

445 The CONTRACTOR must have the following Certified Professionals
that will attend the maintenance and support services: (certificates
must be submitted in the submission of bid documents and will be
subject for post qualificaticon)|

4.4.5.1 Solarwinds Certified Professional (SCP)
4.4 5.2 CISCO Certified Network Professional {routing and switching)

446 A Certificate of Acceptance shall be issued by the Director of
Information and Communication Technology Systems Service
(ICTSS). '




45 Lot5 - License and Support Servlces for Forescout Network Access and
Control |

451 The CONTRACTOR shall provide license and support services for the
One (1) unit of Forescout CounterACT with serial number
D17K700JA00240AN W|th|n fourteen (14) calendar days from the
receipt of NTP. ;

452 The CONTRACTOR sha[[_ provide/render twenty-four hours a day,
; seven days a week (24x7) technical support services. Technical
| support can be delivered in a form of telephone call, electronic mail,
| and/or on-site support. :
The CONTRACTOR shall resolve every problem on software and
hardware components within six (8) hours after it was reported during
the subscription period if shall refer to a condition wherein the
reported problem is resolvecl by the CONTRACTOR to the satisfaction
of the DBM. Problem and resolutlon shall be legged in the DBM Help
Desk Facility.

453 The CONTRACTOR shall |replac:e the defective parts/accessories of
the same or better brand, model features, quality and functionalities if
not repaired within the allowable resolution time of six (6) hours
during the subscription period at no additional cost to the DBM.

454 The CONTRACTOR shall |provic;le service unit of at least the same
brand, model, features and. functionalities or its equivalent in case of
equipment breakdown at no additional cost to the DBM. The service
unit shall be made available and operational within six (6) hours from
the time the problem has been reported by the DBM for the equipment
undergoing repair during the subscription period.

45,5 The CONTRACTOR shal! e;nsure the Forescout CounterACT is up to
date (e.g. firmware upgrade, software update and etc.)

456 The CONTRACTOR shall conduct a monthly preventive maintenance
and submit a monthly report { e.g. status report, health check,
performance, updates, recommendatlons and etc.). Said report shall
be submitted every 1% week of the succeeding month and subject for
validation of an ICTSS Official.

|

|
457 The CONTRACTOR must have the following Certified Professionals
that will attend the maintezi'nance and support services; (certificates
must be submitted in the submission of bid documents and will be

subject for post qualification)

|
4.5.7.1 Forescout Certified Engineer (FCE)
4.5.7.2 CISCO Certified Network Professional (routing and switching)
|
458 A Certificate of Acceptance shall be issued by the Director of
Information and Communllcatlon Technology Systems Service
(1ICTSS). :




4.6 Lot 6 -~ License and Support Services for Bluecoat PacketShaper:

461

46.2

46.3

46.4

4.6.5

4686

4.6.7

4.6.8

The CONTRACTOR shall ;Lrovide license and support services for the
One (1) unit of Bluecoat, PacketShaper S400 with serial number
3817320245 within fourteen (14) calendar days from the receipt of
NTP:

The CONTRACTOR shall provide/render twenty-four hours a day,
seven days a week (24x7) technical support services. Technical
support can be delivered in a form of telephone call, electronic mail,
and/or on-site support.

The CONTRACTOR shall resolve every problem on software and
hardware components within six (8) hours after it was reported during
the subscription period. It shall refer to a condition wherein the
reported problem is resolved by the CONTRACTOR to the satisfaction
of the DBM. Problem and resolution shall be logged in the DEM Help
Desk Facility. i
The CONTRACTOR shall replace the defective parts/accessories of
the same or better brand, model features, quality and functionalities if
not repaired within the allowable resolution time of six (6) hours
during the subscription period at no additional cost to the DBM.

|
The CONTRACTOR shall provide service unit of at least the same
brand, model, features and; functionalities or its equivalent in case of
equipment breakdown at no additional cost to the DBM. The service
unit shall be made available and operational within six (8) hours from
the time the problem has belen reported by the DBM for the equipment
undergoing repair during theI subscription period.

The CONTRACTOR shall ensure the Bluecoat PacketShaper S400 is
up to date (e.g. firmware upgrade, software update and etc.)

The CONTRACTOR shall cpnduct a monthly preventive maintenance
and submit a monthly report ( e.g. stafus report, health check,
performance, updates, recommendations and etc.). Said report shall
be submitted every 1% weeK of the succeeding month and subject for
validation of an ICTSS Official.
|

The CONTRACTOR must have the following Certified Professionals
that will attend the maintenance and support services: (certificates
must be submitted in the submission of bid documents and will be

subject for post qualifica’ticnr'n)|

4.6.7.1 Bluecoat PacketShaber Specialist
4.6.7.2 CISCO Certified Network Professional (routing and switching)

A Certificate of Acceptance shall be issued by the Director of
Information and Communication Technology Systems Service
(ICTSS).



V. SERVICE LEVEL AGREEMENT

i
5.1 DBM shall maintain a Service Level EiAgreement'(SLA) with the CONTRACTOR,
with provisions for liquidated damages for their non-compliance.

1Prov:3|0n of
' License/s

The CONTRACTOR shall p

licenses and support services

‘within fourteen (14) calendar

days from the receipt of NTP.

ne percent (1%) of the
total contract price per
LOT for everyday of
delay.

5.1.2 Technical
- Support

The CONTRACTOR shall resolve
every problem onj software and
hardware componénts  within .six
(8) hours after itjwas reported
during the subscription period. It
shall refer to a coqdition wherein
the reported problem is resolved
by the CONTRACTOR to the

satisfaction of the DBM

1/10% of 1% of the total

contract price per LOT '

shall be imposed for
every hour of  delay.

Said penalty shall be

deducted. from  the
special bank guarantee
as specified in Section

6.9 of the TOR

51.3 Replacem'ent
of Parts

The CONTRACTOR shall replace
the defective paris/accessories of
the same or betteri brand, model
features, - quality and
functionalities if not repaired

‘within the allowable resolution

time of six {(6) hours during the
subscription period at no
additional cost to the DBM as
specified in Section 4.1.3, 4.2.3,
4.3.3, 4.5.3 and 4.8.3 of the TOR.

1/10th of 1% of the total
contract price per LOT
shall be imposed for
every hour of delay.
Said penalty shall be
deducted from  the
special ‘bank guarantee
as specified in Section
6.9 of the TOR

156.14 Service Unit

The CONTRACTOR shall provide
service unit of at least the same
brand, model, features and
functionalities or its equivalent in
case of equzpment breakdown at
no additional cost to the DBM.
The service unit shall be made
available and operational within
six (8) hours fromithe time the
problem has been' reported by
the DBM for th(le equipment
undergoing repalr during the
subscription period. as specified
in Section 4.1.4, |4 2.4, 434,
4.54 and 4.5.6 of the TOR

1/10th of 1% of the total

contract price per LOT
shall be imposed for |

every hour of delay.

Said penalty shall be
deducted from the
special bank guarantee
as specified in Section
6.9 of the TOR.

5.1.5 Preventive
Maintenance
and Monthly
Report

The CONTRACTOR shall

conduct a monthly preventive
maintenance and! submit a
monthly report (e.g. status report,
health check, 'performance,

updates, recommendations and
etc.). Said report -shall be
submitted every 1st week of the

1/10th of 1% of the total
contract price per LOT
shall be imposed for
every day of delay. Said
penalty shall = be
deducted from  the
special bank guarantee
as specified in Section

i succeeding month and subject for.

8.9 of the TOR.




V1.

validation of an ICTSS Official as
specified in Section 4.1.6, 4.2.6,
4,36, 444, 456 and 4.6.6 of
the TOR. i

WARRANTIES OF THE CONTRACTOR

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

6.9

The CONTRACTOR warrants that |t shall conform strictly to the terms and
conditions of this TOR.

The CONTRACTOR warrants, represents and undertakes reliability of the
services and that their manpower complements are hardworking,
qualified/reliable and dedicated to dg the service required to the satisfaction of
the DBM. it shall employ well- behaved and honest employees with D displayed
conspicuously while working within the compound. It shall not employ DBM
employees to work in any category whatsoever.

The CONTRACTOR in the performarice of its services shall secure, maintain at
its own expense all registration, licenses or permits required by National or
Local Laws and shall comply with the rules, regulations and directives of
Reguiatory Authorities and Commissions. The CONTRACTOR undertakes fo
pay all fees or charges payable to any instrumentality of government or to any
other duly constituted authority reiatmg to the use or operation of the
installation.

The CONTRACTOR’s personnel shall take all necessary precautions for the
safety of all persons and propertiesiat or near their area of work and shali
comply with all the standard and egstabllshed safety regulations, rules and
practices. _

|
The CONTRACTOR shall coordinate with the authorized andfor designated
DBM personnel in the performance of their jobs.

The CONTRACTOR shall be liable for loss, damage or injury due directly or
indirectly through the fault or negllgence of its personnel. It shall assume fuli
responsibility thereof and the DBM shall be specifically released from any and
all liabilities arising therefrom. i

The CONTRACTOR shall neither assrgn transfer, pledge, nor sub-contract any
part ar interest therein. |

The CONTRACTOR shall identify the certified technical support personnei that
will be given authority to access and operate the specified equipment in LOT 1
to 8. DBM shall be informed thru a formal notice on the change or replacement
of technical personnel five (5) days lprior the actual rendering of technical
support services. |
The CONTRACTOR shall provide a Iservices which shall include technical
support, provision of service unit, parts replacement for the hardware/appliance,
preventive maintenance and monthly report which shall be covered by special
bank guarantee equivalent to 10% of the total contract price per L.ot. The said
amount shall be released after the lapse of the subscription period. Provided
that all conditions imposed under the contract have been fully met.

The subscription period shall commence on the day the DBM issues the
Certificate of Acceptance.




VII. CONFIDENTIALITY OF DATA

7.1

7.2

All project personnel of CONTRACTOR shall be required to sign a Non-
Disclosure Agreement (NDA). :
|

The CONTRACTOR agrees to hold the Proprietary Information in strict
confidence. The CONTRACTOR furthermore agrees not to reproduce, translate

or disclose the Proprietary Information to 3rd parties without prior written
approval of the DBM.

VIil. TERMS OF PAYMENT

8.1

8.2

8.3

IX. PRE-TERMINATION OF CONTRACT

9.1

9.2

9.3

Approved by:

The CONTRACTOR shail bhe paidg upon provision of licenses and suppori
services per LOT of this Project subject to the required Final Withholding VAT
(Services) of five percent (5%) and Expanded Withholding Tax of two percent
(2%]).

Payment shall be made within a rea|lsonab[e time from the submission of the
documentary requirements such as, but not limited to the following, based on

existing accounting and auditing Iaws!, rules and regulations:

8.2.1 Manufacturer Certificate of| Maintenance or Proof of Enrollment for
every LOT

8.2.2 Sales Invoice/Billings per LOT

8.2.3 Certificate of Acceptance |ssued by ICTSS Director per LOT

8.2.4 Non-Disclosure Agreement ;iaer LOT

No advance payment shall be made as provided for in Section 88 of PD 1445,

The confract for the Subscription o!f ICT Equipment Licenses and Support
Services may be pre-terminated by the DBM for any violation of the terms of the
contract. In case of pre-termination, the CONTRACTOR shall be informed by
the DBM thirty (30) days prior to such pre-termination.

In case of pre-terminaftion, the CON'ILRACTOR shall be liable to an additional
liquidated damages equivalent to one percent (1%) of the contract price as
provided by the Government Accountlng Manual (GAM) and forfeiture of the
Performance Security. _
The DBM shall have the right to bla<|:kllst the CONTRACTOR in case of pre-
termination. |

AMIEL G. DEL ROSARIO
Information Technology Officer lIl, ICTSS |




