REPUBLIC OF THE PHILIPPINES

DEPARTMENT OF BUDGET AND MANAGEMENT
GENERAL SOLANO ST., SAN MIGUEL, MANILA

BIDS AND AWARDS COMMITTEE
Resolution No. 2018- 79

WHEREAS, the Department of Budget and Management-Bids and Awards Committee
(DBM-BAC) conducted a public bidding for the Project, “Subscription of Endpoint Security
Solution,” with an Approved Budget for the Contract of P1,955,000.00 for twelve (12) months;

WHEREAS, on October 30, 2018, an Invitation to Bid was advertised in the Philippine
Star, and posted on the Philippine Government Electronic Procurement System website, the
DBM website, and all DBM bulletin boards;

WHEREAS, four (4) prospective bidders, namely: (i) Konek-IT Network Technologies
Inc.; (ii) Degtek Information Technology Solutions; (iii) Columbia Technologies Inc.; and (iv) -
TCN, responded to the said Invitation and attended the Pre-bid Conference on November 6,
2018;

WHEREAS, Supplemental/Bid Bulletin No. 1 was issued on November 13, 2018 to
clarify, modify or amend items in the Bidding Documents;

WHEREAS, during the submission and opening of bids on November 20, 2018, only
Columbia Technologies Inc. submitted a bid;

WHEREAS, after preliminary examination of the bid, the BAC, using non-discretionary
“pass/fail” criteria, determined the submission of Columbia Technologies Inc. as “passed” for
complying with all the eligibility and technical requirements as stated in the Bidding Documents;

WHEREAS, after evaluation of the financial proposal, the BAC declared the submission
of Columbia Technologies Inc. as the Single Calculated Bid in the amount of P1,950,000.00;

WHEREAS, after careful evaluation, validation and verification of the eligibility,
technical and financial proposals of the bid, the BAC found that the submission of Columbia
Technologies Inc. passed all the criteria for post-qualification; thus, it was declared as the
Single Calculated and Responsive Bid in the amount of P1,950,000.00.

NOW, THEREFORE, for and in consideration of the foregoing premises, the BAC
RESOLVED, as it hereby RESOLVED, to recommend to the Secretary of Budget and
Management that the contract for the Project, “Subscription of Endpoint Security Solution,” be
awarded to Columbia Technologies Inc. in accordance with Republic Act No. 9184 and its 2016
Revised Implementing Rules and Regulations.



ADOPTED, this 29" day of November 2018 at the Department of Budget and
Managemeént, General Solano St., San Miguel, Manila. ) \

B.U.D.G.E.T. Representative

End-user Representative |

g4t LW not present

EDEN D. PANGILINAN YOLANDA R. REYES
Member Member

not present
ROSEMARIE D. PAGALA
Alternate Member

YAN S. LITA
Vice Chairperson

| .

;

CLARITO ALEJANERO D. MAGSINO

Chairperson

[ﬂpproved
[ ] Disapproved

: < . Department of Budget
. and Management

"BENJAMIN E. DIOKN
" Secretary, DBM

=A H
0SEC-2018-03933 |

Date:




REPUBLI;C OF THE PHILIPPINES

DEPARTMENT OF BUDGET AND MANAGEMENT
GENERAL SOLANO STREET, SAN MIGUEL, MANILA

BIDS AND AWARDS COMMITTEE

NOTICE OF AWARD

November 29, 2018

MR. ACE A. MORISKA
Sales Executive

Columbia Technologies Inc.
1136-1146 Julia Nakpil St.
Malate, Manila

Metro Manila

Dear Mr. Moriska:

We are pleased to inform you that the contract for the Project, “Subscription of Endpoint
Security Solution,” is hereby awarded to Columbia Technologies Inc. in the amount of
P1,950,000.00.

In this regard, you are hereby required to post a performance security in the amount and form
stated in Section 39 of the 2016 Revised Implementing Rules and Regulations of Republic Act
No. 9184 prior to the signing of the contract.

Very truly yours,
QL€ Q

'BENJAMIN E. DIOKNO
Secretary yﬂ@




REPUBLIZC OF THE PHILIPPINES

DEPARTMENT OF BUDGET AND MANAGEMENT
GENERAL SOLANO STREET, SAN MIGUEL, MANILA

BIDS AND AWARDS COMMITTEE
NOTICE OF AWARD

November 29, 2018

MR. ACE A. MORISKA

© Sales Executive

Columbia Technologies Inc.
1136-1146 Julia Nakpil St.

" ‘Malate, Manila

Metro Manila

Dear Mr. Moriska:

We are pleased to inform you that the contract for the Project, “Subscription of :Endpoint'
Security Solution,” is hereby awarded to Columbia Technologies Inc. in the amount of
P1,950,000.00. :

In this regard, you are hereby required to post a _perform-ancé security in the amount and form
stated in Section 39 of the 2016 Revised Implementing Rules and Regulations of Republic Act
No. 9184 prior to the signing of the-contract. ,

Very truly yours,

- ‘i'\ .(».." c. Q ) )

"BENJAMIN E. DIOKNO}
 Secretary ;M(; ” 8
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CONTRACT No. 2018-34

SUBSCRIPTION OF ENDPOINT SECURITY SOLUTION

This CONTRACT made and entered into by and between the following:

DEPARTMENT OF BUDGET AND MANAGEMENT, a government agency
created by virtue of the laws of the Republic of the Philippines, with principal
office address at General Solano St., San Miguel, Manila, represented herein
by its Secretary, BENJAMIN E. DIOKNO, hereinafter called the "DBM”;

-and -

COLUMBIA TECHNOLOGIES INC., a corporation duly organized and
existing under the laws of the Republic of the Philippines, with office address at
1136-1146 Julia Nakpil St., Malate, Manila, Metro Manila, represented by JOSE
M. RAMOS, JR., hereinafter referred to as the “SUPPLIER”;

WITNESSETH:

WHEREAS, the DBM conducted a public bidding for the Project, “Subscription of
Endpoint Security Solution,” and the bid of the Supplier is in the amount of One Million Nine
Hundred Fifty Thousand Pesos (P1,950,000.00), hereinafter called the “Contract Price”;

WHEREAS, the Notice of Award was issued to the Supplier last December A2,
2018, and the Supplier posted its performance security on December ¥ , 2018;

NOW, THEREFORE, for and in consideration of the foregoing premises, the parties
hereby mutually stipulate and agree as follows:

1. In this Contract, words and expressions shall have the same meanings as are
respectively assigned to them in the General and Special Conditions of Contract
referred to in Annex D and E, respectively.

2. The following documents shall form and be read and construed as part of this

Contract:

Annex

A
B
C
D
E
F
G

Bid Form

Schedule of Regquirements
Technical Specifications
General Conditions of Contract
Special Conditions of Contract
Notice of Award

Performance Security

1




3. In consideration of the payments to be made by the DBM to the Supplier, the

Supplier hereby covenants with the DBM to provide the Goods and Services and to
remedy defects'therein in conformity with the provisions of the Contract.

4. The DBM hereby covenants to pay the Supplier, in consideration of the provision of

the Goods and Services and the remedying of defects therein, the Contract Price or
such other sum as may become payable under the provisions of the Contract at the
time and in the manner prescribed by the Contract.

DEC 2 § 2018
IN WITNESS WHEREOF, the parties hereto have signed this Contract on this ____
day of , 2018 at General Solano St., San Miguel, Manila, Philippines.
DEPARTMENT OF BUDGET COLUMBIA TECHNOLOGIES INC. '
AND MANAGEMENT |
by:
,_6—{\43 JAMIN E. DIOKNO
Secretary

SIGNED IN THE PRESENCE QF /d
%
ACE"  MORICKA

Director IV
Infermation and Communications Technology
Systems Service

i -unas Aveilabie:
- -

ESPW. IGHACID
Chief A~ f.'-cu:"!.ian:‘ ]

JER——
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ACKNOWLEDGMENT

REPUBLIC OF THE PHILIPPINES )
CITY OF MANILA) 55

CITY OF MANILA'

9 ¢ M8
BEFORE ME, a Notary Public for and in the City of

Philippines on QEis

day of 2018 personally appeared the following:
NAME VALID ID VALID UNTIL
BENJAMIN E. DIOKNO DBM 1D No. 0005

JOSE M. RAMOS, JR.

known to me to be the same persons who executed the foregoing Contract and (5]
acknowledged to me that the same is their free and voluntary act and deed and of the
entities they respectively represent.

This CONTRACT for the Subscription of Endpoint Security Solution was signed by the parties,
and their material witnesses on each and every page thereof.

WITNESS MY HAND AND SEAL this day of AEE 95 M8, 2018.

¢ ATV, FRANGISCD 6.74 e
Doc. No : NOTARY PUBLIC UNTIL DEG. 31 2018
Page No . NOTARIAL COMMISSION NO.2017051-pLa
Book No [&J’ TIN NG.181-238-358 ROLL NO. 17574
Series of 2018. L UAIET0 520718 ML

013
LMTIL 2079
LA TEL, 7145710




Bid Form

Date: November 20, 201 8
Invitation to Bid No.: DBM-2018-28

To: Department of Budget and Management — Bids and Awards Committee

Gentlemen and/or Ladies:

Having examined the Bidding Documents including Bid Bulletin Numbers 1, the receipt of
which is hereby duly acknowledged, we, the undersigned, offer to- Subscription of Endpoint
Security Solution in conformity with the said Bidding Documents for the sum of One Million
Nine Hundred Fifty Thousand Pesos Only (Php 1,950,000.00) or such other sums as may be
ascertained in accordance with the Schedule of Prices attached herewith and made part of this

Bid.

Unit Cost " Total Price

PARTICULARS : ' i e
No. of Licenses " (Inclusive of VAT)

Subscription of Endpoint 1500 P1,300.00 P1,950,000.00
Security Solution for
Servers, Workstations and
Mobile Devices

- P1,950,000.00 -

We undertake, if our Bid is accepted, to deliver the goods in accordance with the delivery
schedule specified in the Schedule of Requirements.

If our Bid is accepted, we undertake to provide a performance security in the form,
amounts, and within the times specified in the Bidding Documents.

We agree to abide by this Bid for the Bid Validity Period specified in BDS provision for
ITB Clause 18.2 and it shall remain binding upon us and may be accepted at any time before the
expitation of that period.

Until a formal Contract is prepared and executed, this Bid, together w1th your written
acceptance thereof and your Notlce of Award, shall be binding upon us.

We understand that you are not bound to accept the Lowest Calculated Bid or any Bid you
may receive. _

We certify/confirm that we comply with the eligibility requirements-as per I'{B Clause 5 of

the Bidding Documents. Jf{ CHRTF




We likewise certify/confirm that the undersigned, is granted full power and authority by the
Columbia Technologies, Inc., to participate, submit the bid, and to sign and execute the ensuing

contract on the latter’s behalf for Subscription of Endpoint Security Solution of the Department
of Budget and Management.

We acknowledge that failure to sign each and every page of this Bid Form, mcludmg the
attached Schedule of Prices, shall be a ground for the rejecnon of our bid.

 Dated this 20® day oil\lzifj\ber 2018.
P ITI

Ace Moriska Sales Executive
[Signature] [1n the capacity of]

Duly authorized to sign Bid for and on behalf of Columbia Technologiés, Inc.

SO |

ff{;LW“H TRUECORY




For Goods Offered From Within the Philippines

Name of Bidder: Columbia Technologies, Inc.

. . Item

1 2 3 4 5 6 7 8 9 1 Chkd
Description Couniry of | Quantity | Unit price EXW per item Transportation and Sales and other Cost of Total Price, Totak

origin ’ . Insurance and all taxes payable if Incidental per unit delivered Final

other costs incidental Contract is Services, if {col Destination
to delivery, per item awarded, per applicabie, per S+G5+7+8) {col 2} x{col 4)

’ item item
1 Kaspersky Endpoint Security Moscow, 1500 1,160.71 0.00 139.29 0.00 P1,300.00 P1,950,000.0¢
for Business - SELECT 1 Year Russia ‘

Ace Moriska

[signature]

Sales Executive
{in the capacity of]

Duly authorized to sign Bid for and on behalf of Columbia Technologies, Inc.

November 20, 2018




® : ®
Section VI. Schedule of Requirements

' The delivery schedule expressed as weeks/months stipulates hereafter the date of delivery to
the project site. ' '

Item Description Quantity | - Delivery Date
‘ ' / Unit
1 Subscription of Endpoint Security
‘ Solution ' 1500
Servers, Workstations and Mobile Devices Deliver, install,
; ' configure and make
operational ~  the
following endpoint
security software

licenses within 30
calendar days from
issuance of Notice to

Proceed (NTP).
The 12-month
period shall

commence after the
operationalization of
‘the endpoint security

software.

2 Provision for Trainer/s to conduct the _ To be scheduled by
Endpoint Security Solution installation, the DBM-ICTSS
configuration and administration training 1 prior to the
for a maximum of five (5) petsons . engagement of the

‘ ' contract.

T hereby certify to comply and deliver all the above regajrements.

%m
Columbia Technologies, Inc. :

Ace Moriska November 20, 2018
Name of Company/Bidder Signature over Printed Name of Representative - Date




! - . ’ .
5 .

Section VII. Technical Specifications

Bidders must state here either “Comply” or any equivalent term in the column “Bidder’s
Statement of Compliance” against each of the individual parameters of each “Specification.”

_ Bidder's
Specifications - Statement of
(for all DBM applications and infrastructure) Compliance
- I Specifications’ (see attached Annex A, item IV)
II.  Scope of Work (see attached Annex A, item V)
III.  Service Le\}el Agreement (see attached Annex A, item VI)
IV. Warranties of the Contractor (see attached‘Anﬁex A, item VII) ' Comply
V. Conﬁdenti;'ﬂity of Data (see attached Annex A, item v
VI.  Terms of Payment (Seie attached Annex A, item IX)
VII.  Pre-termination of theI Contract (see attached Annex A. item X)

| 4
!

- I hereby certify to comﬁly with all the above Technical Spegifications.

Columbia Technologies, Inc. Ace Moriska November 20,2018
Name of Company/Bidder Signature over Printed Name of Date
Representative

CERTIHEDIRUE COPY

GOLUMBY ECHNULGG\ES\%E\‘:‘.
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| _ Annex A
DETAILED TECHNICAL SPECIFICATIONS

I PROJECT TITLE
Subscription of Endpoint Security Solution

II. OBJECTIVE

To implement comprehenswe endpoint security platform based on next generation

cybersecurlty technologies, endpoint detection and response, and managed protection for the
DBM users’ end devices and for on premise servers.

I D‘UMTIONVOF THE CONTRACT
Twelve (12) months Subscription.

V. SPECIFICATIONS
4.1 Endpoint Security features for servers/workstations that should:

4.1.1 Have muitiple scanning technology (e.g. signature-based, heuristic, container-
based, cloud-assisted and etc.) for better detection and prevention capability.

4.1.2 Be able to provide security for heterogeneous IT environment. It shall support a
range of platforms (e.g. Mac, Linux and Windows and etc.).

4.1.3 Provide protection against new and unknown malwares. It should be capable to
protect the system against new threats, even before the release of a new malware
s1gnature ‘

4.1.4 Be able {o monitor the behavior of apphcatlons and detect any suspicious
behavior within an application.

4.1.5 Have a deeper level of protection that could work on the lowest level of a
computer’s operating system.

4.1.6 Have Host-based Intrusion Prevention System (HIPS) and personal firewall that
would protect against hacker attacks. It should be able to control inbound and

outbound traffic by setting up parameters for an individual port, IP address or
application. -

4.1.7 Be able to detect and monitor suspicious activity o the network The system
should have the capability to respond whesrstspitiousteDs -




4.3.4 Be able to have mobile policies for devices th'atlleave the corporate network.

4.3.5 Provide pre-defined policies as well as pr0v1de provision to change and customize
policies based on groupings.

4.3.6 Have a single and unified management console to all 1ts security and control
features

4.3.7 Be able to manage mixed platforms in one managément console.

4.3.8 Be able to support hierarchical grouping of machines and policy deployment. The

grouping could be based on IP Address of a subnet of machines or a particular
S1te

4.3.9 Be able to prov1de a concise and accurate report that can be customize by the
administrator. |

4.3.10 Support reporting in the following format like XML, HTML and/or PDF.

4.3.11 Have a web-interface that will be used to monitor the protection status and reports
remotely.

4.4 Endpoint Security Controls with the following features:
4.4.1 Application Control that should:

4.4.1.1 Be able to control application start up by blockmg, granting' or auditing
each application upon launch.

4.4.1.2 Be able to monitor and classify each application as trusted, untrusted or’
restricted.

4.4.1.3 Be able to control whether an application is given access to specific
system resources, such as the file system or the registry.

4.4.1.4 Be able to do Blacklisting and Whitelisting technology.

4.4.1.5 Have a dynamic whitelisting service that assesses the security of
commonly used applications. Whitelist database should be updated
regularly and automatically to ensure up-to-date protection.

4.4.2 Device Control that should:

4.4.2.1 Be able to allow administrator to set policy and control to any connected
device, on any connection port (not only USB), at any time.

4.4.2.2 Be able to support device management :
monitor, block or make the dey '
providing exceptions.




4.1.8 Be able to auto-quarantine or auto-delete identified malwares without end-user
interaction.

4.1.9 Be able to block malicious/phishing URLs.

4.1.10Be able to scan password protected compressed files for malicious progfams.

4.1.11Be able to re- -launch itself automatically when the server restarts on events that
the server experlences fault or suffering an unplanned shut down. .

4.2 Moblle Dev1ce Management and Security features that should:
4.2.1 Be able to conﬁgure and manage smartphones and tablets from a single console.

4.2.2 Be compatible with différent mobile platforms (e.g. 10S, Android, Windows,
Blackberry, Symbian and etc.).

4.2.3 Be able to “Over the Air” Provisioning. It should be abie to secure phones
remotely by sending either an email or SMS containing a link to the corporate

portal where users can download the profile and applications that administrator -
approved.

4.2.4 Be able to detect rooted and _]allbreak mobile devices to ensure comphance policy
in the network.

4.2.5 Be able to enforce security setiings such as camera disabling and force password.
4.2.6 Be able to control the applications that are being run in the mobile devices.
~ 4.2.7 Be able to encrypt corporate data on mobile devices.

+4.2.8 Have anti-theft functionality (e.g. locate the phone, restrict access, wipe sensitive
- data, require a password to use any reset options and etc.).

4.2.9 Have multiple layer of anti-malware protection on mobile devices. '

4.2.10Have a capability to separate corporate data from personal data on mobile
devices.

4.3 Unified Management Console that should:

4.3.1 Be capable of deploying applications such as end-point and third-party
applications on a machine remotely.

432 Support Policy Enforcement.

4.3.3 Provide dashﬁoard with multiple information and these information should also be
fetched from database based on different quetigs- '
: \F""Fr‘“ % e
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4.5

4.6

4.4.2.3 Be able:: to block or allow devices based on specific serial number.

1
4.4.2.4 Be able to generate logs of events associated with deleting and saving files
on USB device.

4.4.2.5 Be able to generate logs of list of trusted Wi-Fi networks, based on
network name, encryption type and authentication type.

4.43 Web Control that should be able to filter each client’s web browser usage. It
should be able to permit, prohibit, limit or audit wuser’s access to

“individual/categories of websites (e.g. gaming sites, gambling sites, somal
networking sites and etc.).

Must be compatible with integration to Network Access Control (Forescout).

Endpoint Security Solution Certification:

"4.6.1 Must be included in the leader’s quadrant in Gartner’s Magic Quadrant for end-

point security solutions within 2 years.

4.6.2 Must be certified by 3rd party testing organization (e.g. VB100, AV-Comparative,
ICSA Labs, NSS Labs and etc.) for at least 3 consecutive years.

V. SCOPE OF WORK

3.1

5.2

53

The CONTRACTOR should have a local distributor representative in the Philippines
that has been operating for at least five (5) years now.

The CONTRACTOR shall conduct pre-implementation meeting with DBM
representatives and current Facility Management Service provider so that all the
necessary preparations, ideal set-up, contractor’s familiarization of the computing
environment, and other implementation matters are clearly discussed and finalized.

The CONTRACTOR shall deliver, install, configure and make operational the

following endpoint security software licenses within 30 calendar days from issuance of
Notice to Proceed (NTP):

Devices | Number of Software Licenses
Servers, Workstations and Mobile 1500
Devices

The CONTRACTOR must have the following Certified- P'mféssioﬁais for the endpoint

security solution installation, commissioning (testmg and conﬁguratmn) 1ntegrat10n
with Network Access Control (NAC) and:alignmapttos ‘

reebniek
‘
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. Manufacturer-Certified Endpoint Professional; and

. Certified Network Security Administrator and/or Professional.

A Certificate of Acceptance shall be issued by the Director of Information and
Communication Technology Systems Service (ICTSS).

5.4  Maintenance and Technical Support
5.4.1 The CONTRACTOR must be able to provide a 3-tier support:.
¢ Local reseller as the first-level support |
e Distributor as the second-level support
* Principal as 'the.third-.level of support

5.42 The CONTRACTOR must be able to provide quarterly systems check-up for
health monitoring.

5.4.3 The CONTRACTOR shall provide/render twenty-four hours a day, seven days a

week (24x7) technical support service that can be delivered in a form of telephone
call, electronic mail, and/or on-site support.

The CONTRACTOR shall resolve every problem within four (4) hours after it

was reported by DBM. It shall refer to a condition wherein the reported problem
is resolved by the CONTRACTOR to the satisfaction of the DBM. Problem and
resolution shall be logged in the DBM Help Desk Facility.

A Certificate of Acceptance shall be issued by the Director of Information and-
Communication Technology Systems Service (ICTSS).

5.5 The CONTRACTOR shall provide Technology Transfer

Training . Schedule No. of Duration
' Participants

Endpoint Security - )
Solution installation, Within sixty (60) At least five (5) | One (1) day
configuration and calendar days from DBM

administration the receipt of NTP. personnel.

The CONTRACTOR shall issue individual tralmng certificates and training materials
for each of the participants.

\

A Cert1ﬁcate of Acceptance shall be 1ssued by the D1rector of Information and




VL. SERVICE LEVEL AGREEMENT

6.1 DBM shall maintain a Service Level Agreement (SLA) with the CONTRACTOR,
with provisions for liquidated damages for their non-compliance.

Delivery, The CONTRACTOR shall One-tenth (1/10™ of one
Installation deliver, install, configure and percent (1%) of the total
Configuration and | make operational the endpoint contract price shall be
Operationability security software licenses within | deducted for everyday of
sixty (30} calendar days from delay.
issuance of Notice to Proceed
(NTP) (Sec 4.2).
Technical Support | The CONTRACTOR shall | One-tenth (1/10™ of one

provide/render twenty-four hours | percent (1%) of the total
a day, seven days a week (24x7) | contract price shall be
technical support service that can | deducted for everyday of
be delivered in a form of delay.

| telephone call, electronic mail, :
{| and/or on-site support. (Sec

| 4.4.3)
1 :
Technology The CONTRACTOR shall 1/10™ of 1% of the total
Transfer '| provide Technology Transfer contract price shall
(Sec. 4.5) deducted for everyday of

delay.

VII. WARRANTIES OF THE CONTRACTOR

7.1 The CONTRACTOR warrants that it shall conform strictly to the terms and conditions
of this TOR.

7.2 The CONTRACTOR warrants, represents and undertakes reliability of the services and
that their manpower complements are hardworking, qualified/reliable and dedicated to
do the service required to the satisfaction of the DBM. It shall employ well-behaved
and honest employees with ID displayed conspicuously while working within the
compound. It shall not employ DBM employees to work in any category whatsoever.




7.3 The CONTRACTOR in the performance of its services shall secure, maintain at its own
expense all registration, licenses or permits required by National or Local Laws and
shall comply with the rules, regulations and directives of Regulatory Authorities and

Commissions. The CONTRACTOR undertakes to pay all fees or charges payable to

any instrumentality of government or to any other duly constituted authority relating to
the use ot operation of the installation.

7.4 The CONTRACTOR’s personnel shall take all necessary precautions for the safety of -

all persons and properties at or near their area of work and shall comply with all the
standard and established safety regulations, rules and practices.

7.5 The CONTRACTOR shall coordinate with the authorized and/or designated DBM
- personnel in the performance of their jobs.

7.6 The CONTRACTOR shall be liable for loss, damage or injury due directly or indirectly
through the fault or negligence of its personnel. It shall assume full respon51b111ty

thereof and the DBM shall be specifically released from any and all liabilities arising -
therefrom. ‘

7.7 The CONTRACTOR shall neither assign, transfer pledge, nor sub-contract any part or
interest therein,

7.8 The CONTRACTOR shall identify the technical support personnel that will be given

- authority to access and manage the Endpoint Security Solution. DBM shall be informed

thru a formal noticé on the change or replacement of technical personnel five (5) days
pI'lOI' the actual rendermg of technical support services.

VIII. CONFIDENTIALIT Y OF DATA

8.1 All project personnel of CONTRACTOR shall be required to sign a Non-Disclosure
Agreement (NDA).

8.2 The DBM Enterprise Network System, its component, parts and all products, products
samples and specifications, data, ideas, technology, and technical/non-technical
materials, all or any which may be derived from any of the foregoing (all of which,
individually and collectively, referred to as “Proprietary Informatlon”) are confidential
and proprietary to DBM.

8.3 The CONTRACTOR agrees to hold the Proprietary Information in strict confidence.
The CONTRACTOR furthermore agrees not to reproduce, iranslate or disclose the
Proprietary Information to 3rd parties without prior written approval of the DBM.

IX. TERMS OF PAYMENT

9.1 The CONTRACTOR shall be paid one-time payment for the Subscription of SSL
Certificate Licenses upon completion of project implementation as specified in section
5.1 of the TOR and from the submission of the doeumentary requn‘ements such as, but
not limited to the following: . - -
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9.1.1 Statement of Account/ Billing Invoice/ Sales Invoice.

9.1.2 Certificate of Acceptance dissued by the Director of Information and
Communication Technology Systems Service (ICTSS).

9.2 No advance payment shall be made as provided for in Section 88 of PD 1445.
X. PRE-TERMINATION OF CONTRACT

10.1 The contract for the Subscrlp‘uon of Endpoint Security Solution may be pre-terminated
by the DBM for any violation .of the terms of the contract. In case of pre-termination,
the CONTRACTOR shall be informed by the DBM thirty (30) days prior to such pre-
termination.

10.2In case of pre-termination, the CONTRACTOR shall be liable to an additional
liquidated damages equivalent to one percent (1%) of the contract price as provided by

the Government Accountmg Mamial (GAM) and forfeiture of the Performance
Security.

10.3The DBM shall have the right to blacklist the CONTRACTOR in case of pre-
termination.
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Section IV. General Conditions of Contract

44
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1. Definitions .
1.1.  In this Contract, the following terms shall be interpreted as indicated:

(a) “The Contract” mesns the agreament entered into betwsen the
Procuring Entity and the Supplier, as rceorded in the Contract Form
signed by the parties, including »1l attachrents and appendices therefo
and all documents incorporated by reference therein.

(o)} *I'he Coniract Pricc” means the price payable to the Supplier under the
Contract for the full and propoer performance of its contractual
obligaiions.

{c) “The Goods” means alf of the suppliss, equipment, machinery, spare
paris, other materials and/or general support scrvices which the
Supplier is required to provide to the Procuring Entily under the
Caontract.

1) “The Scrvices” means those services aneillary to the supply of the
(ioods, such as transportatien and insurance, and any other incidental
serviees, such as installalion, commissioning, provision of technical
assistance, training, and other such vbligabhons of the Supplier covered
utider the Contract.

{g) *GCC” mcans the General Conditions of Contract contained in this
Section.

§3)] *SCC” means the Special Conditions of Contracl.

(L) “The Procuring Entity” means the organization purchasing the Goods,
as named in the SCC.

(h) “The Procuring Entity’s country” is the Philippines.

(i) “I'he Supplics” means the mdividual contractor, manufacturer
distributor, or firm supplying/manufacturing the Goods and Services
under this Contract and named in the SCC.

(i) The “Fimding Source” means the organizatiop named in the 8CC.

{k) “The Project Silc,” where applicable, mcans the place or places named
in the SCC.

1)) “Diay’ means calendar day.

{m} The “Cifective Date™ of the contract will be the datc of signing the
contracl, however the Supplicr shall commence perlormance of its
ohligations only upon receipl of the Notice to I'roceed and copy of the
approved conlraet,
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{n} “Verfied Report” refers o the report submitted by the Imipletnenting
Unil w the HoPE sctting forlh ifs findings as to the cxistence of
grounds or causes for ifermunation and explicitly stating ns
recommendation for the issuance of a Notice to 'eminate.

2. Corrapt, Fraudulent, Collusive, and Coercive Practices

2.1

Unless otherwise provided in the SCC, the Procuring Entity as well as the
bidders, contractors, or suppliers shall observe the highest standard of ethics
during the procuremoent and exceution of this Contract. In pursuance of this
policy, the Procuring Entily:

{a) deﬁhes, for the pumposes of this provision, the terms sct forth below as
follows:

(i} "eorTupl practice” meang behavior on the part of officiats in the
public or private sectors by which they improperly and
unlaw{ully enrich themselves, othess, or induce oihers to do so,
by misusing the position in which t(hey are placed, and 1t
includes the offering, giving, receiving, or soliciting of
anything of value 1o influence the action of any such official in
the procurement process or 1n comiracl cxceution; cotering, on
behalf of the Government, into any contract or ansachon
manilesily and grossly disadvantageous to the same, whether or
not the public officer prolited or wall profit thercby, and similar
acts as provided in Republic Act 3019.

(i) "fraudulent praclice” means a tnisrepresentation of facts in
order to influence a procurement provess or the execution of a
contracl {o the detriment of the Procuring Entity, and includes
collusive practices among Bidders {prior to or after bid
submission) designed to establish bid prices at artificial, non-
compelitive lovels and to deprive the Procuring Entity of the
benefits of free and opcn competition.

(if)  “collusive practices” means a scheme or arrangeiment between
twa or more Bidders, with or without the knowledge of the
Procuring Fatity, designed 1o establish bid prices at artificial,
non-compettive levels,

(iv}  ‘“coercive practices” means hanming or threatening to harm,
dircetly or indirectly, persens, or their property to influence
their participation in a precurcment process, or affect the
cxcontion of a contract;

(v) “gbstructive practice” is

{aa) dcliberately  destroying,  [alsilying, altering  or
concealing of evidence material to an admumstrative
proceedings or mvestigation or making false stalemonts
to investigators m order to paterially impede an
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administrative procecdings or investigation of the

* Procuring Entity or any forcign government/lorcipn or
international financing institution into allegations of a
corrupt, frandulent, cocrcive or collisive practice;
and/or threatemng, harassing or itmmdating any party
to prevent it fiom disclosing ils knowlcdge of matiers
relevant to the administrative pooceedings or
investigation or from pursuing such proceedings or
investigation; or

{(bb} =acts intended to materally impede the exercise of (he
inspection and audit rights of the Procuring Entity or
any foreign govemmentfforsign or mtemational
financing mstitution herein,

{h) will reject a proposal for awand if it determines lhal the Bidder
recommended for award has cngaged in any of the practices mentioncd
in this Clause for pomvposes of compeling for the contract.

2.2.  Further the Funding Source, Borrower or Procuring Entity, as appropriate, will
scck to impose the maximum civil, adminisirative and/or criminal pepaltics
avaitable under the applicable law on individuals and organizations deemed to
be involved with any of the practiccs mentioned in GCC Clause 2.1(a}.

fad

Inspection and Audit by the Funding Source

The Supplier shall permit the Funding Source to inspect the Supplier’s accounts and
records relating to the performance of the Supplier and to have (hem audited by
auditors appointed by the Funding Source, if so required by the Funding Source.

4. Governing Law and Language

4.1. This Contract shall be interpreted in accordance with the laws of the Republic
of the Philippines.

4,2.  This Contract has been exceuted in the English language, which shall be the
binding and controlling language for all matters relating lo the meaning or
interpretation of this Contract. All correspondence and other documcnts
portaining to this Contract exchanged by the partics shall be written n
English.

. Notices

5.1.  Any netice, requesl, or consent required or pennitted to be given or made
pursuasnt to this Contract shall be in writing. Any such netice, reyuest, or
consent shall be deemed to have been given or made when received by Lhe
concerned party, either in person or through an authorized representative af
the Party to whon the communication is addressed, or when sent by registered
mail, telex, telegram, or facsimile to such Party at the address specified in the
SCC, which shall be effective when dclivered and duly received or on the
notice’s offective dale, whichever is later.




5.2.

A Party may change its address for notice hereunder by giving the other Party
notice of such change pursuant io the provisions listed in the SCC for GCC-
Clause 5.1.

Scope of Confract

6.1,

0.2,

The Goods and Related Services to be provided shall be as specificd in
Section V1. Schedule of Requirements.

This Centract shall inclede all such items, although not specifically
mentioned, that can be reasenably inferred as being required for its completion
as if such iems wore oxpressly mentioned herein,. Any additional
requirements for the comnpletion of this Contract shail be provided in the 8CC.

Subcontracting

7.1.

7.2

Subcontracting of any portion of the Goods, if allowed in the BDS, does not
relieve the Supplier of any lability or obhigation under this Contract. The
Supplier will be responsible for the acts, defaults, and negligence of any
subcontractor, its agents, servants or workmen as fully as if these were the
Supplier's own acts, defaults, or negligence, or those ol 11s agents, servants or
workmen.

If subeontracting is allowed, the Supplicr may identify its subcontractor dunng
coniract implementation. Subcontractors disclosed and identificd during the
bidding may be changed doring the implementation of this Contract. In cither
case, subcontractors must submit the documentary requirements under ITB
Clause 12 and comply with the eligibility criteria specilied in the BDS. In the
event that any subcontracter is found by the Procuring Entity to be ineligible,
the subconiracting ol such pottion of the (Goods shall be disallowed.

Procuring Entity’s Responsibilities

8.1.  Whenever the performance of the obligations in this Contract requires that the
Supplier obtain pernits, approvals, import, and other licenses from local
public authorities, the Procurning Entity shall, if so needed by the Supplier,
make its best eflfon! to assist the Supplier in complying with such requirements
in a limely and expedifious manner.

82. The Procuring Eantity shall pay all costs involved in the performance of its
responsibilities in accordance with GCC Clause 6.

Prices

9.1.  For the given scopc of work in this Cuniract as gwarded, all bid prices are

considered fixed prices, and therefore not subject to price escalatton dunng,
contract implementation, except under extraordinary circuinstances and upon
prior approval ol the GPPR in accordance with Section 61 ol R.A, 9184 and
its IRR or except as provided in this Clause.
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10.

1.

9.2

Prices charged by the Supphier for Goods delivered and/or services perfommed
under this Contract shall not vary from the prices quoted by the Supplier in iis
bid, with the exception of any chaoge ia price resuliing from a Change Order
issued in accordance with GCC Clause 29,

Payment

10.1.

10.2.

10.4.

10.5.

Paymecenis shall be made onlty upon a certification by the HoPE to (he effect
that the Goods have been rendered or delivered in accordance with the terms
of this Contract and have been duly inspected and accepted. Except with the
prior approval of the President no payment shall be made for services not yel
rendered or for supplies and materials not yet delivered under this Contract.
Ten percent {109} of the amount of each payment shall be retained by the
Procuring Entity te cover the Supplier’s wamraniy obligations under this
Contract as described in GCC Clause 17.

The Supplicr’s request{s) for payment shall be made to the Procuring Entity in
writing, accompanicd by an invoice describing, as appropriate, the Goods
dclivered and/or Services performed, and by documents submitied pursuant to
the SCC provision for GCC Clause 6.2, and upon fulfillment of other
obligations stipulated in this Contract.

Pursuant to GCC Clausc 19.2, payments shall be made promptly by the
Procuring Fntity, but in no casc later than sixty (60) days after submission of
an invoicc or claim by the Supplier. Payments shall be in accordance with the
schedule stated in the SCC.

Unless otherwise provided in the SCC, the cumrency mm which payment is
madec to the Supplier under this Contract shall be in Philippine ’esos.

Unless otherwize provided in the $CC, payments using Leticr of Credit (1.C),
it accordance with the Guidelines issucd by the GIPPB, is allowed. For this
purpase, the amount of provisionat sum is indicated in the SCC. All charges
for the opening of the LC and/or incidental expenses thereto shall be for the
accounl of the Supplier.

Advance Payment and Terms of Payment

11.1.

11.2,

Advance payment shall be made only after prior approval of the Presidesnt, and
shall nol cxceed fifteen percent (15%) of the Contract amount, unless
otherwise directed by the President or in cases allowed under Annex “[)” of
RA 9184,

All progress payments shall {irst be charged against the advance payment until
the lalter has been tully exhausted.

For Goods supplied from abroad, unless othenvise indicated in the SCC, the
terms of payment shall be as follows:

{a) On Contragt Signature: Fifteen Pereent (15%) of the Contract Price
shall be paid within sixty (60} days from signing of the Contract und
upon submission of a claim and a bank puarantee for the equivalent
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12.

13.

amount valid until the Goods are delivered aud m the form provided in
Scction VIIL. Bidding Fornts. :

fh) On Delivery: Sixty-tive percent {65%) of the Confract Price shall be
paid to the Supplier within sixty (60) days alter (he date of receipl of
the Goeds and wpon submission of the docuwments (i) through (vi)
specified in the SCC provision on Delivery and Documents.

(c) On Acceptance: “The remaining twently percenl {20%) of the Contract
Price shall be paid o the Supplier within sixly (60} days ailer the date
of submission of the acceptance and inspection certificate for the
respective delivery issued by the Precuring Entity’s authorized
representative. In the event that no inspection or acceplance certificate
is issued by ihe Procuring Entity’s authorized representative within
forty five (45) days of the dute shown on the delivery receipt, the
Supplier shall have the right to claim payment of the remwining twenty
percent (20%) subject to the Procuring Entity’s own verification of the
reason{s) tor the failure to issue documents {vii) and {vi#i) as described
in the SCC provision on Delivery and Docaments.

Taxces and Dufies

The Supplier, whether local or foreign, shall be entircly responsible for ali the
nccessary taxes, stamp duties, licensc foes, and other such levies imposcd for the
completion of his Cantract.

Performance Security

13.1.

13.2.

13.3.

13.4,

Within ten (10) calendar days from reeeipt of the Notice of Award from the
Procuring Entily but in no case later than the signing of the contract by both
parties, the successful Bidder shal) furnish the performance sceurity in any the
forms prescribed in the I'FB Clause 33.2.

The performance sccurity posted in favor of the Procuring Entity shall be
forfcited in the event it is eslablished that the winning bidder is in default in
any of its obligations under the contracl.

The performance security shall remain valid until issuance by the Procuring
Entity of the Certificate of Final Acceplance.

The performance sccurity may be telcased by the Pracuring Entity and
returned to the Supplicr after the issuance of the Certificate of Final
Acceptance subject to the [ollowing conditions:

) There are no pending claims againsli the Supplier or the surety
company filed by the Procuring Intity;

(b) The Supplier has no pending claims for labor and materials fited
against 11; and

(c) Other terms specified in the SCCL
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§13.5. In case of a reduction of the contract valuc, the Procuring Entity shall allow a
proportional reduction in the original performance sceunty, provided that any
such reduction 1s more than ten percent (10%) and that the aggrepaic of such
reductions is not more than fifty percent {50%) of the original performance
secnrity.

f4. TUse of Contract Documents and Information

14.1.  The Supplier shall not, except for purposes of perfotming the obligations in
this Contract, without the Procuring Entity’s prior written consent, disclosc
this Confracl, or any provision thereof, or any specification, plan, drawing,
pattern, sample, or inlormation furnished by or on behall of the Procuring
Entity. Any such disclosure shall be made in confidence and shall extend only
as Far as may be necessary for purposes of such performance.

14.2. Any document, other than this Coniract itself, coumerated in GCC Clause
14.]1 shall remain the property of the Procuring Entily and shall be refurned
(all copies) to the Procuring Eniily on completion of the Suppher’s
performance under this Contract if so required by (he Procuring Tntity.

15. Standards

The Goods provided under this Contract shall conform to the standards mentioned in
Section V11, Technicel Specifications; and, when no applicable standard is mentioned,
to the authotitative standards appropriate to the Goods® country of origin.  Such
standards shall be the latesi 13sued by the institution concerned.

16. Iaspection and Tests

16.1. The Procuring Entity or its representative shall have the night to mspect ancdior
1o test the Goods to coulinm their conformity to the Cowdract specifications at
no extra ecost to the Procunmg Entity. The 8CC Scction VIH. Technical
Specifications shall specify what inspections and/or tests the Procuring Entity
requires and where they arc to be conducted. The Procuring Entity shall notify
the Supphcr in writing, in a timely manoer, of the identity of any
representatives relained for these purposcs.

16.2. I applicable, the inspections and tests may be conducted on the premiscs of
the Supplier or ils subcoptracior(s), at point of delivery, and/or af the goads’
Gual destination. I conducted on the premises of the Supplier or its
subcontraclor(s), all reasonable facilities and assistance, including access to
drawings and production data, shall be fornished ta the inspcctors at no charge
to the Procuring Entity. The Supplier shall previde the Procuring Enfity with
results of such inspections and tests.

16.3. The Procuring Enlity or its designuted representative shall be entitled to attend
the tests andfor inspections referred to in this Clause provided that the
Procuring Entity shall bear all of its own costs and expenses incurred in
commeciion with such attendance incheding, but not limited to, all traveling and
board and lodging expenses. :
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16.4.

16.5.

The Procuring Entity may reject any Goods or any part thereof that fait to pass
any test and/or inspection or do not conform to the speecifications. The
Supplicr shall cither rectify or replace such rejected Goods or parls thersef or
make alterations necessary to mect the specifications at no cost to the
Procuring Entity, and shall repeat the fest andfor inspcetion, af no cost te the
Procuring Enlity, upon giving a notice pursuant to GCC Clausc 5.

‘t'he Supplier agrees that neither the execution of a test and/for ingpection of the
Goods or any part thereol, nor the attendance by the Procuring Enlity or its
representative, shail release lhe Supplicr from any wamanties or other
obligations under this Contract.

Warranty

17.1.

17.2.

17.3.

17.4.

17.5,

The Supplier warrants that the Goods supplicd under the Contract are new,
unused, of the most recent or current mndels, and that they incorporate all
recent improvements in desipgn and materials, except when Ihc technies]
specifications required by the Procuring Entity provides otherwise.

The Supplier further warrants that all Goods supplicd under this Contract shall
have ne defoet, arising from design, materials, or workmanship or from any
act or emission of the Supplier that may develop under normal use ol the
supplicd Goods in the condilions prevailing in the country of final destination.

In order to assurc that manufaclurimg defects shall be corrccted by the
Supplicr, a warranty shall be required from the Supplier for a minimum period
specified in the SCC. “I'he obligation for the warranty shall be covered by, al
the Snpplier’s option, either retention money in an amounl cquivalent to at
least one percent (1%4) ol cvery progress payment, or a special bank guarantee
equivalent to at least one percent (1%) ef the tutal Coniract Price or other such
amount if so specificd in the 8CC. The said amounts shall only be released
after the lapse of the warranty period specified in the SCC; provided,
however, thal the Supplies delivered are free from patent and latent defects
and all the conditions imposed under this Contract have been fully met.

The Procuning Gotity shali promptly netify the Supplier in writing of any
claims arising under Lhis warranty. Upon receipt of such notice, the Supplier
shall, within the period specified in the SCC and with all reasonable speed,
repair or replace the defective Goods or parts thereof, without cost lo the
Procuring Entity.

If the Supplier, having been notified, fails to remedy the defect(s) within the
period specified in GCC Clause 17.4, the Procuring Entity may procced o
take such remedisl action as may be necessary, at the Supplier’s fsk and
expense and wilhout prejudice (o any other rights witich the Procuring Enlity
may have against ke Supplier under the Contract and under the applicabls
Iaw.
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18,

19,

20.

Delays in the Supplicr’s Performance

18.1. Detivery of the Goods and/or performance of’ Scrvices shall be made by the
Supplier in accordance with the time schedule prescribed by the Procuring
Entity in Scctien VI. Schedule of Requirements,

18.2. If at any time during the performance of this Contract, the Supplier or its
Subcoentractor(s) should encounter conditions impeding limely delivery of the
Goods and/er performance of Services, the Supplier shall promptly notify the
Procuring Bntity in writing of the fact of the delay, its likely duration and its
cause{s). As soon as practicable afier receipt of lhe Supplice’s notice, and
upan causes provided lor under GCC Clause 22, the Procunng Entily shall
evaluate the situation and may cxtend the Supplier’s time for performance, in
which casc the extension shall be ratified by the parties by amendment of
Contract.

18.3. Exccpt as provided under GCC Clause 22, a delay by the Supplier n the
performance of its obligations shall render the Supplier liable to the imposition
of liquidated damages pursuanl 0 GCC Clause 19, unless an cxicnsion of
fime is agreed upon pursuant to GCC Clause 29 without the application of
liguidated damages.

Liquidated Damages

Subject to GCC Clanses 18 and 22, if the Supplicr fails to satisfactorily dehver any or
all of the Goads and/or to perlorn the Services within the period(s) specified in this
Contract inclusive of duly granted time cxtensions if any, the Procuring Entity shall,
without prejudice to its other remedies under this Contract and under the applicable
law, deduct from the Contract Price, as liquidated damages, (he applicable rate of one
tenth (1/10) of one (1) pereent of the cost of the mnperformed portion for every day of
delay until actual delivery or performance. The maximum deduction shall be ten
percent {10%) of the amount ol contract. Once the maximum is reached, the
Procuring Entity may tescind or terminate the Contract pursuant to GCC Clause 23,
without prejudice to other courses of action and remedics open to it.

Seitlement of Disputes

20.1. If any dispute or dilterence of any Kind whatsoever shall arive between the
Procuring Enfity end the Supplicr in connection with or arising out of this
Contract, the parlics shalt make every cifort to resolve amicably such dispute
or difference by mutual consultation-

3.2, If after thirty (30) days, the parties have failed to resolve their dispute or
difference by such mulual consultation, then cither the Procuring Entity or the
Supplier may give notive to the other party of its inteniion fo commence
arbitration, a5 hereinafter provided, as to the matter n dispute, and no
arhitration in respeet of this matter may be commenced unless such notice is

riven.

20.3. Any dispute or differcnce in respect of which a notice of intention to
commenee arbitration has been given in accordance with this Clausc shall be
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21.

22.

20,9,

20.5.

settled by arbifration. Arbitration may be commenced prior to or afier
delivery of the Goods under this Contract. ) :

In the case of a dispute between the Procuring Entity and the Supplicr, the
dispuic shall be resolved in accordance with Republic Act %285 ("R.A.
0285”), othcrwisc known as the “Alternative Dispute Resolution Act of 2004.”

Netwithstanding uny relerence to arbitration herein, the parties shall continue
to perform their respective obligations under the Contract unless they
otherwisc apree; and the Procuring Entity shall pay the Supplicr any monics
due the Supplier.

Liability of the Supplier

21.1.

212,

The Supplier’s liability under this Contract shall be as provided by the laws of
the Republic of the Philippines, subject to additional provisions, il any, sct
forth in the SCC.

Except in cases of criminal negligence or willful misconduct, and in the case
of inftingement of patent rights, if applicable, the apgregate liability of the
Supplier to the Procuring Entity shall nol cxcced the total Coniract Price,
provided that this limitation shall not apply to the cost of repairing or
replacing defective cquipment.

Force Majeure

22.1.

22.2.

22.3.

The Supplier shall not be liable for forfeiture of its performance secunty,
liquidated damagces, or termination lor defsult if and to the cxtent thai the
Supplier’s delay in performance or other lailure to perform its obligalions
under the Contract js the result of a_force majeire.

For purposes of thig Contract the terms “force migfetre” and “forlutous event”
may be used interchanpeably. In this regard, a forfuitous event or jorce
majeure shall be interpreted to mean an cvent which the Supplicr could not
have foreseen, or which though foreseen, was inevitable. 1t shall not include
ordinary unfavorable weather conditions; and any other cause the effects of
which could have been avoided with the exercise of reasonable diligence by
the Supplier. Such cvenis may include, but not Jinited to, acts of the
Procuring Entity in its sovercign capacity, wars or revolutions, fires, floods,
epidemics, quarantine restrictions, and lreight embargoes.

1t a force majeure situation arises, the Supplicr shall promptly notify the
Procuring Lntity in writing of such condition and the cause thereof. Unless
otherwise direcied by the Procuring Fotity in writing, the Supplier shall
continue to perlorm its obtigations under the Contract as far as is reasonably
practical, and shall seck all reasonable aliernative means for performance not
prevented by the force majeure.
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23,

24.

25.

Termination for Default

23.1.

23.2.

-

The Procuring Entity shall tenminate this Contract for default when any of the
following conditions atlends its imnplementation:

{a} Cutside of force majeure, the Supplier fails to deliver or perforny any
or all ol the Goods within the periad(s} specified in Lhe contract, or
within any extension thereof granted by the Procuring Entity pursuant
to a request made by the Supplier prior to the delay, and such failure
amounts to at least ten percent (10%) of the contact price;

{hy  As 2 resull of ferce mafenre, the Supplier is unable to deliver or
perform any or all ol the Goods, amounting to at least ten percent
{(10%) of the contract price, for a peried of not less than sixty {(60)
calendar days after receipt of the notice from the Procuring Lntity
stating that the circumstance of force majeure is deemed to have
ceased; or

() The Supplier fails to perfbrm any other obligation under the Centract.

In the event the Procuring Hntity terminatces this Contract in whole or in part,
for any of the reasons provided under GCC Clauses 23 to 26, the Procuring
Entity may procure, upon such ferms and in such manncr as it deems
appropriate, Goods or Services similar to thosc undelivered, and the Supplicr
shall be liable to the Procuring Entity for any excess costs for such similar
Guods or Services. However, the Supplicr shall continue perlormance of this
Contract to the exlent not terminated.

In casc the delay in the delivery of the (Goods andfor porformance of the
Services cxeceds a time duration cquivalent to ten percenf {10%) of the
specified contract lime plus any time extonsion duly granted to the Supplicr,
the Procuring Entity may ternminste this Contract, forfeit the Supplier's
performance sceurity and award the same to a qualified Supplicr.

Termination for Insolvency

The Procuring Entity shall terminate this Contract if the Supplicr is declared bankrupt
ot nsolvent as detenmined with finality by a court of competent jurisdiction. In this
event, termination will be without compensation to the Supplicr, provided that such
tcrmination will nutl prejudice or affect any right of action or remedy which has
accrucd or will accrue thereafter to the Procuring Entity and/or the Supplier.

Termination for Convenience

25.1.

The Procuring Entily may terminate ts Contract, in whole or w part, at any
time for its convenience. The Hol’E may ternminate a contract for the
convenicnee of the (Government if he has determined the existence of
conditions that make Project Implecmentation economically, financially or
technically impractical andfor unmeccssary, such as, bul not limited to,
forluitous event(s) or changes in law and nalional government policics.
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26.

217.

252,

25.3.

The Gouds thal have been delivered and/or performed or are ready for defivery

" ar performance within thirty {30) calendar days after the Supplior’s receipt of ©

Notiee 1e Terminate shall be accepted by the Procuring Entity at ihe confract
terms and prices. For Goods not yet performed andfor ready for delivery, the
Procuring Entity may elect:

(a) to have any portion delivered andfor perfornied and paid at the contract
terms and prices; andfor

{b) to cancel the remainder and pay to the Supplier an agreed amount for
partially completed and/or perlormed peods and for materials and parts
previously procured by the Supplier.

If the Supplier suffers loss in ils initial performance of the terminaled contract,
such as purchasc of raw materisls for poods specially manufactured for the
Procuring Entity which cannot be sold in open market, it shail be allowed to
recover partially from this Coutract, on a quanrfim mernif basis. DBefore
recovery may be nade, the fact of loss must be established under eath by the
Supplier to the satisfaction of the Procuring Entily before recovery may be
made.

Termination for Unlawful Acts

26.1.

The Procuring Entity may lorminate this Contract in case it is determined
prima facie that the Supplier has engaged, before or duning the itnplementation
of this Contract, in valawful deeds and bchaviers relative o coniract
scquisition and implementation. Unlawful acts imclude, but ave not limited 1o,
the foltowmg:

(a) Corrupt, fraudulent, and coercive practices as defined im ITHB Clause
3.1(a);

{b} Drawing up or using forged documents;

{c} Using adulteraled materials, means or methods, or engaging in
production contrary to rules of science or the Irade; and

{d) Any other act analogous to the forcgoing.

Procedures for Termination of Contracts

27.1.

The following provisions shall govem the procedures lor termination of this
Caontract:

{a} Upun reecipt of a written report of acts or causes which may constitule
ground(s) for termination as aforementioned, or upon its own initiative,
the Implementing Unit shall, within a period of seven (7) calendar
days, verify the existence of such ground(s) and cause lhe cxceution of
« Verified Report, wilh all relevant evidence attached;

58




(b

(©)

{d)

{c}

8y

{g)

()

Upon recommendation by the Implementing Unu, the HoPE shall
terminate this Contract only by a wriften notice to the Supplisr
conveying the termination of this Contract. The notice shall atate:

(i} that this Contracl is being enminated for any of the ground(s)
afore-mentioned, and a staiement of the acls that consiitute the
ground(s} constituting the same;

{ii) the extent of lermination, whether in whole or in pari;

{iil}  an instruction to hc Supplicr to show cause as to why this
Contract shonld not be temminaled; and

(iv)  special instractions of the Procuring Entity, il any.

The Notice to Terminate shall be accompanied by a copy of the
Verilicd Report;

Within a period of scven (7} calendar days from receipt of the Notice
of Termination, the Supplier shall spbmit to the HoPE a verified
position paper stating why this Confract should not be terminated, If
the Supplier fails to show cause after the lapse of the scven (7) day
pericd, either by inaction or by default, the HoPE shall issue an ender
terminating this Cosntract;

The Procuring Yntity may, atl any time before receipt of the Supplict’s
verified position paper described I ilem (d) above withdraw the
Notice to Terminaic if it is determined thal cerfain items or works
subjeci of the notice had been completed, delivered, or performed
before the Supplier’s receipt of the nolicg,

Within a non-cxtendible perind of ten {10) calendar days from receipl
of the verified position paper, the I1oPE shall decide whether or not 10
terminalc this Contract. 1t shall serve a written notice to the Supplhcr
of its decision and, unless etherwise provided, this Contract is deemed
terminated from receipt of the Supplicr of the notice of decision. The
termination shall only be based on the ground(s) stated in the Notice to
Teaminate;

The HoPE may create a Contract Termination Review Committee
{C1RC) to assist him in the discharge of this function. All decisions
recommended by the CTRC shall be subject to the approval of the
HoePLE; and

The Supphier must serve a wrilten notice to the Procusing Entity of its
intention to tenminate the contract at least thinty {30) calcadar days
befare its intended termination. The Contract {5 deemed terminated it it
is not resumed in thirty (30) calendur days after the receipt of such
notice by the Pracuring Entity.

59




28.

29,

36.

Assignment of Rights

The Supphor shiall not assipgn s nghts or obligalions under thas Conkracl, i whole or
in parl, except with the Procuring Entity’s prior written consent.

Confract Amendment

Subjcct to applicable laws, no variation in or modification of the terms of this
Coniract shail be made except by wntien amendment signed by the partics,

Application

‘These General Conditions shall apply to the extent that they are not superseded by
provisions of other parts of this Contracl.
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Section V. Special Conditions of Contract
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Special Conditions of Contract

GCC Clanse
[.1{g) The Proguring Entity is the Dcpartinent of Budget and
Management {DBM).
LI The Supplicr is
1) "The Funding Source is: )

The Government of the Philippines (GOP) through the authorized
appropnations under the FY 2018 Gencral Appropriations Act in the
amount of Cne Million Nine Hundred Fifty Five Thousand Pesos
(P1,955.000.00).

LIk [ The Projeet Siic is:
Department of Budget and Management
Information and Communications Technology Systems Service
3 Floor, Boncodin Hall, Gencral Solano St.
o San Miguel, Manila,
2.1 Na further instructions.
5.1 The Procuring Entity’s address for Notices is:
Drepartment of Budget and Management
Information and Communicatiens Technology Systems Service
Boncodin {1all
Generasl Solana St., San Migncl, Manila
Tel No. {02)657-3300 loc. 2360
¢ ontact Person: Director Andrea Celene M. Magtalas, 1CTS8S
The Supplier’s address for Notices is:
62 ) Delivery of all scrvices shall be made by the Service Provider in
accordance with the terms specified in Scction VI, Schedule of
Reguirements. The term of the contract shall be for twelve (12} months.
The Contract price for the services shall include the prices charged by
the Supplier for incidental services and shall not exceed the prevuiling
rates charged to other parties by the Supplier for similar services. The
Supplicr warrants that all of the benefits and turms granted herein are at
least as favorable as the benefits and terms granted by il to any previous
buyer of the Goods desentbed 1o this Agreement.
The Supplicr shail indemnify the Procuring Entity against all thard-party
claims of infringement of paient, ademark, or industrial design rights
anising [fom the Use of the Gaods or any part thercofl
0.1 Should the Supplier, during contract implementation, enter into a

subsequent contract with any other govemment agency, which provides
for benefits or terms more favorable than thosc contained in_this
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Contract, such as, #¢ lower price for the same scope of services, then this
Contract shall be deemed to he modified ta pravide the Procudring Entity
with these more favorable benefits and terms.

The Supplier shall notify the Procuring Entity promptly of the existence
of such morc {avorable benefus and terms. If reguested in writing by the
Procuring Entity, the Suopplier shall implement such mote Lavorable
benefits and tcrms, and the same shall be considered sutomatically
ineorporated in this Agreement

10.3 See itern IX. Terns of Payment of Annex A — Defailed Technical
Specification.

10.4 Not applicable. o

10.5 Payment using 1.C is not altowed. i

11.3 Maintain the GCC Clause.

13.4(c) No further instructions.

15 Mo further instructions B

16.1 Mo firther instructions.

17.3 No further instructions. o

17.4 See ilam VII, Warranties of the Contraclor of Annck A — Detailed
Technical Specification.

19 See item VL Service Level Agreement of Annex A - Dctailed
Technical Spectfication.

211 The Supplier shall be responsible and lisble for cost of repair duc to

durnages caused by its own staff while implementing the project.
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REPUBLIC OF THE PHILIPPINES
DEPARTMENT OF BUDGET AND MANAGEMENT
GENERAL SOLANO STREET, SAN MIGUEL, MANILA

BIDS AND AWARDS COMMITTEE
NOTICE OF AWARD

November 29, 2018

MR, ACE A. MORISKA
" Sales Executive
Columbia Technologies Inc. a _
1136-1146 Julia Nakpil St. . o . N
" ‘Malate, Manila : _ .
Metro Manila

- Dear Mr. Moriské:

We are pleased to inform you that the contract for the Project, “Subscription ‘of Endpoint
Security Solution,” is ‘hereby awarded to Columbia Technologies Inc. in the amount of
P1,950,000.00. 5
" - In this regard, you-are hereby required to post a-performance security in the amount and form
stated in Section 39 of the 2016 Revised Implementing Rules and Regulations of Republic Act
No. 9184 prior to the signing of the contract. . | L

© Wery tnuly yours,
_j \.'-\ cr“" C— Q g

" BENJAMIN E.'DIOKNO!
' Secretary Fﬁ% '




c CHINABANK

Since 1920 | '

Dec. 14,2018

Trrevocable Domestic Standby
Letter of Credit No. 8004245

DEPARTMENT OF BUDGET AND MANAGEM ENT
General Solano Street,
San Miguel, Manila

Gentlemen:

We hereby establish our Irrevocable Domestic Standby Letter of Credit in your favor for account
of COLUMBIA TECHNOLOGIES, INC., 1136-1146 J. Nakpil St., Malate, Manila, for any sum or sums
not exceeding PESOS: NINETY SEVEN: THOUSAND FIVE HUNDRED ONLY (PHPY97.,500.00),
available by your drafts in daplicate at sight, ‘drawn on the accountee, when accompanied by:

Your signed statement in duplicate certifying that the amount drawn represents the
availment of the Performance Security inasmuch as COLUMBIA TECHNOLOGIES,
INC. failed fo comply with their obligation for the “Subscription of Endpoint Security
Solution™ under Notice of Award dated November 29, 2018.

- We are informed by COLUMBIA TECHNOLOGIES, INC., that this credit, the amount
of which is equivalent to 5% of the contract to be entered into by you w1th them, shall serve as Performance
Security to guarantee compliance of their obligation for the “Subscription of Endpoint Security
Solution” under Notice of Award dated November 29,2018. '

Drafis drawn under this credit must be marked “Drawn under China Banking Corporation, Manila,
Irrevocable Standby Letter of Credit No. S004245 dated December 14, 2018

We hereby undertake that drafis drawn hereunder and in sirict compliance with the terms and
_conditions hereof will be duly honored by us if presented at this office on or before February 12, 2019,

This Standby Ietter of Credit is subject to the International Standby Practices (ISP 98).

For and on Behalf of China Banking Corporation
LHINETTE ZARAH M. SOLIS
" Assistant Manager
~ Binondo Business Center
* COG-International Division
. e
SUSIE W. NAPILI ~
Senior Manager

Binondo Business Center
COG Ynternational Division

CHINA BANKING CORPCSRATION
Dasmarifias cormer Juan Luna Streets, 1006 Manila, Phlhppines

GEN-0088 (04-04) VP




) REPU]%%L‘.IC OF THE PHILIPPINES

DEPARTMENT OF BUDGET AND MANAGEMENT
‘ GENERAL SOLANO ST., SAN MIGUEL, MANILA

BIDS AND AWARDS COMMITTEE

NOTICE TO PROCEED
{

MR. JOSE M. RAMOS, JR.
President

Columbia Technologies Inc.
1136-1146 Julia Nakpil St.
Malate, Manila

Metro Manila

Dear Mr. Ramos:

This is to inform your company that performance of the obligations specified in the attached
Contract for the Project, “Subscription of Endpoint Security Solution,” shall commence upon
receipt of this Notice to Proceed. '

Very truly yours,

B INE DIOKNO

Secretary
Jd

I acknowledge receipt and acceptance of this Notice on: b 23, 20

Name of Consultant and/or Representative: ACE MOKL);K—P(

Authorized Signature:/ W
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